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1. Introduction

As per the TDRA Mobile SPAM Policy, Enterprises who plan to send Promotional SMS to mobile subscriber
are required to provide valid consents of their customers to the licenced telecom operators in UAE. Upon
receiving Promotional SMS from the Enterprises the telecom operators will ensure the presence of a valid
consent in the system and no blocking request is present against the Sender ID by the mobile subscriber
before delivering the Promotional SMS to the mobile subscriber. In absence of a valid consent or in case of
availability of a blocking request, no Promotional SMS will be delivered to the mobile subscriber.

To be inline with TDRA Mobile SPAM Policy requirements to control SPAM, du has launched the Enterprise
SMS Portal for Enterprises (“Brands”) who plan to send promotional SMS to their customers. The portal
provides the Enterprises ("Brands”) to open their accounts with du and directly apply for Promotional
Sender IDs, manage and upload consent information of their end customers.

The Enterprise SMS Portal offers the following functionalities to customers:

e Registration of Promotional Sender IDs
¢ Management of Consent Templates
¢ Management of Sender ID Groups
*  Management of User Profiles
* Management of Mobile Subscriber consent information
e Upload of consents
e Revocation of consents
e Searching of consents
e Download of consent information
e Real Time Consent Acquisition & Revocation capability via QR Code functionality
e Consent Uploads & Revocation via API functionality

In order to deliver Promotional SMS to mobile subscribers. Enterprises (“"Brands”) will be required to follow
the below steps to successfully upload mobile subscribers consent on to the Enterprise SMS Portal.

Step 1: Register a Promotional Sender ID

Step 2: Create a Consent Template once Sender ID is approved

Step 3: Upload the consent information using the approved Sender ID and Consent Template via:

a) Manual Consent Upload Process via Analog Type or Digital Type OR
b) Real time Consent Acquisition & Upload by QR Code Functionality OR
o) Upload of Consents via API Functionality

This user manual provides the Enterprises ("Brands”) the information on how to operate the above steps
on the Enterprise SMS Portal. Each section of the user manual contain guidelines, business rules and
instructions required to complete each step.



2. Roles and Permissions

The Enterprise SMS Portal offers the flexibility to create multiple type of User roles for the Enterprise SMS
Portal account.

Admin User: is the account administrator who can has full access to the account. Admin User can perform
all actions on the account including creation and management of new Users, management of Sender IDs
and consents management.

Normal User: is created by the Admin User and has limited access to the account. Normal are limited to
management of Sender IDs and consents only.

Reporting User: is created by the Admin User and has only view only access to the information of the
account. They cannot edit any information.

Below table provides information on the view/edit rights for all type of User roles:

Profile

. Consent/ Consent
Profile - Edit Dashbont Manage | Sender ID/ QR Code Search/ Consents | Consents
Account Users Groups upload Revoke
; Templates | Downloads
Details
Admin i View/ View / View / View / View / View /
User View/Edit | View/Edit View i Edit/ Edit/ Edit/ Edit / Edit / Edit/
Add : Add Add Add Add Add
Normal View / View / View / View / View /
User View/Edit - View - Edit/ Edit/ Edit/ Edit/ Edit/
Add Add Add Add Add
Reporting | /o /Edit - View | - View  View View View View
User ; ;
N J




3. Login

Log into Enterprise SMS Portal

This module allows Enterprise Users to log into the Enterprise SMS Portal using registered credentials.

Applicable to:

e Admin User
e Normal User
* Reporting User

Module Functionalities:

Enables registered Users to login to the Enterprise SMS Portal
Enables ‘Forgot password’ functionality to generate a new password
Enables ‘Password reset’ functionality in case account is locked

HAwWN =

Allows Users to invoke ‘Remember me’ functionality

Business Rules:

1. Only Admin Users are allowed to login using registered emails as well as Entity IDs
2. Normal Users and Reporting Users will be allowed to login using their registered email IDs
3. System locks the account in case wrong password is entered consequently 3 times

Ve
A secured platform to manage your consents :
Enterprise SMS
Portal
() SenderID Management
@ Ge‘t a” your Sender IDS FEgiStere{j Enter your email address/Account ID
Password
Consent Management capteha LINYECTT s
Upload or revoke user consents seamlessly s
[J Remember Me Forgot Password
.




3.1 Forgot Password

This module allows Users to generate a new password in case they forget the registered password.

Applicable to:

e Admin User
¢ Normal User
¢ Reporting User

Module Functionalities:

1. Enables Users to generate the re-set password link.

Business Rules:

Enterprise Users needs to provide a valid registered email ID to generate re-set password link.
Once an email address is entered, “Forget Password” link will automatically become visible.
System returns error code in case the provided email ID is not registered.

System sends the generated password link to the registered email ID.

HAwWN =

Vs
A secured platform to manage your consents @
Enterprise SMS
Portal
() SsenderID Management
- Enter your email address/Account ID
@ Get all your Sender IDs registered el —
Password
Consent Management Captcha L ErABRON
Upload or revoke user consents seamlessly o
[0 Remember Me Forgot Password
.




3.2 Reset Password

This module allows Users to re-set their password in case the account is locked.

Applicable to:

e Admin User
¢ Normal User
¢ Reporting User

Module Functionalities:

1. Enables Users to generate the re-set password link to unlock the account.

Business Rules:

1. To unlock account, admin User needs to provide entity ID along with the registered email. The entity
ID can be found in the activation email sent to the admin User at the time of account activation.

2. Normal Users and Reporting User need to provide the registered email only for generating the re-set
password link.

3. System will lock the account in case of three consecutive wrong passwords.
4. System sends the generate password link to the registered email ID.

o

A secured platform to manage your consents

Enterprise SMS
Portal
[ SenderID Management
@ Get all your Sender IDs registered Enter your email address/Account 1D
Password
Your account got locked, please reset your password
Captcha e A
Consent Management ESRTL XU
Upload or revoke user consents seamlessly e n
=
[J Remember Me Reset Password




q. Dashboard

The dashboard gives an overview of account activities and information related to the Sender ID(s), Consent
Templates and Consents.
Applicable to:

e Admin User
¢ Normal User
¢ Reporting User

Module Functionalities:
1. Enables Users to check the overview of the Enterprise account in terms of Sender IDs, Consent
Templates and Consents.
Business Rules:

1. System displays counts of registered/requested Sender IDs with respect to their status.
2. System displays counts of Consent Templates with respect to their status.
3. Suystem displays counts of active consents bifurcated to highlight analog and digital consents.

4 ™
@ Sender 1D Consent Templates Consents  Manage Users DeepanshuB. @~
Dashboard
Transactional Sender ID(s) Promotional Sender ID(s) Consent Templates: 32
=~ - i '\
1 2 0 18 3 1 £3 3 6
Approved Rejected Approved Rejected Active System Deleted
0 1

Active Consents: 504

-

19 485




5.

Manage Sender ID

This module allows Users to view all registered Sender IDs along with their details. Through this module,

the Admin and Normal Users will be able to take required actions such as apply, withdraw, delete and edit
Sender ID data.

- N
@ Dashboar Consent Templates Consents Manage Users Brand User @~

Manage Sender 10

Manzge Groups
Manage SenderlD(s) ]

Showing results in between the dates October 6, 2020 - April 6, 2021 &

Senderlld

Category Segment Created by Status H
Senderll - Blockchain 1D All - All - Created by - Al - m @ Download |
Request ID Sender ID Blockchain ID  Category Segment Reguested Date Status updated on Created by Status Action
309 NEW CAR - Transactional Banking D6-Apr-2021 06-Apr-2021 18:30:37 brandusersms

18:27:51 @gmail.com

308 AD-New\illa Promotional Real estate 0&-Apr-2021 06-Apr-2021 18:28:42 brandusersms m &

18:27:51 @gmail.com
£91 AD-New 1205161770 Promational Real estate 06-Apr-2021 06-Apr-2021 14:52:55 brandusersms @
Home 14685901 14:45:07 @gmail.com
Showing 1 to 3 of 3 entries Previous Next
o J
Applicable to:
e Admin User

Normal User
Reporting User

Module Functionalities:

oV s wN 2

Enables User to view all registered/requested Sender IDs as a list.

Enables User to search specific Sender IDs using available filters.

Enables User to add new Sender IDs.

Enables User to take actions such as withdraw, view details, delete, edit on Sender IDs.
Enables User to download list of Sender IDs.

Enables User to review all uploaded documents for Sender IDs.

Business Rules:

voewn e

Admin and Normal User can only add or edit Sender IDs. Reporting User can only view details.
System displays withdraw icon on all Sender IDs that are in a pending state. =
System displays delete icon on all Sender IDs that are in an approved state. :
System to list all Sender IDs as per configured search/filter.

Edit action will only be applicable to the rejected Sender ID. \

9 /\
/&




5.1 Add Sender ID

This module allows Admin and Normal Users to create new Sender IDs. User is allowed to choose their de-
sired Sender ID as per availability and upload relevant supporting documents for its approval.

Applicable to:

e Admin User
¢ Normal User

Module Functionalities:

Enables Users to add new Sender IDs for registration (subject to availability).
Enables Users to add multiple Sender IDs in a single request.

Enables Users to add supporting documents along with the request.

Enables Users to choose category of Sender ID i.e. Transactional or Promotional.
Enables Users to select segment of Sender ID e.g. Banking, Real Estate, etc.

e wN s

Business Rules:

Admin and Normal Users will only be able to add available Sender IDs.

Sender IDs that available in the system can be applied only.

To submit a Sender ID registration request, Users will have to submit valid documents.

Users will be able to view/edit all selected Sender ID prior to submission.

User will only be allowed to add a maximum of 10 Sender IDs at a single time.

Submission of Sender ID requests will only be allowed once supporting documents are uploaded.
Users will be allowed to submit maximum of 10 supporting documents per request.

Enterprise Users will be able to add explanation for Sender IDs while applying for Sender IDs.

® NV A WN R

Promotional Sender ID Rules:

e System will always add prefix “AD-" to the Sender ID

¢ Length of Sender ID: min - 3 and max - 8 (excluding "AD-")
¢ Max special characters allowed: 2

¢ Promotional Sender ID cannot be all numeric

¢ Sender ID can contain alphabet (A-2) (a-z), number (0-9)

e Special characters are allowed (""" “&" "," ™. _"and “space”)

¢ Available Sender ID segments are: Banking & Finance Services, Real Estate Services, Health Services,
Education Services, Retail Services and Tourism Services.

Transactional Sender ID Rules:

¢ No prefix will be attached
¢ Length of Sender ID: min — 3 and max — 11
* Max special characters allowed: 2
e Sender ID can contain alphabet (A-2) (a-z), number (0-9)
e Special characters are allowed (""" “*&"” ",” "." *-""_" and “space”)
e Available Sender ID segments are: Banking & Finance Services,
Real Estate Services, Health Services, Education Services,
Retail Services, Tourism Services, Government and Energy
& Utilities.

10



5.1 Add Sender ID

To add a new Sender ID, User to click "+ADD" button on the Manage Sender ID page as shown below:

4 D
@ Dashboard Sender ID Consent Templates Consents Manage Users Brand User @~
Manage SenderlD(s)
Showing results in between the dates October 6, 2020 - April 6, 2021 &
SenderlD Category Segment Created by Status
SenderlD - Blockchain ID All - All v Createdby  ~ All v
Request ID Sender ID Blockchain ID  Category Segment Requested Date Status updated on Created by Status Action
309 NEW CAR iz Transactional  Banking 06-Apr-2021 06-Apr-2021 18:30:37  brandusersms m @
18:27:51 @gmail.com
3086 AD-NewVilla - Promotional  Real estate  06-Apr-2021 05-Apr-2021 18:28:42  brandusersms m )
18:27:51 @gmail.com
291 AD-New 1205161770 Promotional ~ Realestate  D6-Apr-2021 06-Apr-2021 14:52:55  brandusersms ® o
Home 614686901 14:49:07 @gmail.com
Showing 1 to 3 of 3 entries Previous Next
o J

Once "+Add” button is clicked, Add Sender ID page will open as shown below. User can select the Sender
ID category (Promotional or Transactional) and the segment from the drop down list, enter the Sender ID

in search box and click the search button. If Sender ID is available, User will be notified and User can add the
Sender ID to the list.

4 D
@ Dashboard Sender ID Consent Templates Consents Manage Users Brand User @~

Add Sender ID

Select a category

. Promotional (O Transactional

Real estate x ¥
AD-  Newvilla Q O Available Sender ID(s) will be added here!
Sender ID “AD-NewVilla” is available! Please add to-
Cancel
(G J

M



5.1 Add Sender ID

Once a Sender ID is added to the list, the User can select more Sender IDs up to max 10 at a time and add
them to the list. User can also delete the selected Sender ID from the list prior to submission for approval.
Once Sender IDs are added to the list, the User will click "Upload Documents” to upload required Sender ID

documentation.

Add Sender ID

Select a category

. Promotional O Transactional

Retail sale

AD- Shopping

Cancel [ Upload documents ]

-

Sender ID “AD-Shopping" is available! Please add to list

Dashboard Sender ID Consent Templates Consents Manage Users Brand User @~

Sender 1D

AD-NewVilla

N

Category Segment Actions

Promotional Real estate

The User will upload all documents each time as mentioned on the Enterprise SMS Portal account opening
form every time a new Sender ID is applied. Under ‘Explanation for Sender ID’ section, User will enter
purpose of the Sender ID and upload required documents.

Sender ID:

Explanation for Sender 1D

Maximum 300 characters 0/300 characters

Trade license/ Establishment card / Decree

Contract

+ Upload File

+ Upload File

[ + Add New Document ]

[ Slose J




5.1 Add Sender ID

Documents in JPEG and PDF formats can be uploaded only. It is mandatory to attach a valid Trade Licence/
Establishment Card/Decree and duly filled Enterprise Account Opening Form as minimum set of document.

In case other documents are required e.q. Trade Name certificates or approval from requisite authorities then
such documents can be uploaded. User can add more documents by clicking “+Add New Document” button.
Once all documents have been uploaded, User can click "Upload” button to finish the document upload activity.

Once documents have been successfully uploaded, User can click “"Submit for Approval” button as shown
below to complete Sender ID registration request.

f A
@ Dashboard Sender ID Consent Templates Consents Manage Users Brand User @~
Add Sender ID

Select a category

@ Promotional O Transactional Sender 1D Category Segment Actions

Segment = AD-NewVilla Promotional Real estate o

AD-Shopping Promotional Retail sale i}
AD- | Find your Sender ID Q O
(an(e[ Submit for Approval

- J

Once new Sender ID request is submitted, User can see the applied Sender ID with “Pending” Status.

4 A
@] Dashboard Sender ID Consent Templates Consents Manage Users Brand User @~

Manage SenderlD(s) + ADD

Showing results in between the dates October 6, 2020 - April 6, 2021 &

SenderlD Category Segment Created by Status
SenderlD v Blockchain 1D All - All - Createdby  ~ All - Q. Search

Request ID Sender ID Blockchain ID  Category Segment Requested Date Status updated on Created by Status Action

314 AD-Shopping - Promotional Retail sale 06-Apr-2021 = brandusersms @ -
21:14:06 @gmail.com

311 AD-NewVilla - Promotional Real estate 06-Apr-2021 -- brandusersms @ =
21:14:06 @gmail.com

309 NEW CAR - Transactional  Banking 06-Apr-2021 06-Apr-202118:30:37  brandusersms @
18:27:51 @gmail.com

308 AD-NewVilla - Promotional  Real estate  06-Apr-2021 06-Apr-202118:28:42  brandusersms m @
18:27:51 @gmail.com

291 AD-New 1205161770 Promotional Real estate 06-Apr-2021 06-Apr-2021 14:52:55 brandusersms @ 1

Home 614686901 14:49:07 @gmail.com
Showing 1 to 5 of 5 entries Previous Next
- J

13



5.2 View/Edit Sender ID

The Manage Sender ID module allows the User to perform various actions on the Sender IDs. Under the
“Action” tab, the User can perform certain actions as per the current status of each Sender ID.

4 A
@ Dashboard m Consent Templates Consents Manage Users Brand User @ ~
Manage SenderlD(s)

Showing results in between the dates October &, 2020 - April 6, 2021 &

SenderlD Category Segment Created by Status

Request ID Sender ID Blockchain ID  Category Segment Requested Date Status updated on Created by Status Action
324 Cleaning 1205161773 Transactional Realestate  06-Apr-2021 06-Apr-2021 22:4008  brandusersms @
434590412 22:39:06 @gmail.com
323 OTP PIN = Transactional  Banking 06-Apr-2021 = brandusersms m @ 3
22:31:47 @gmail.com
320 AD-EatWell 1205161773 Promotional  Health 06-Apr-2021 06-Apr-2021 22:30:04  brandusersms @ m
361641167 222656 @gmail.com
317 AD-Holiday 1205161773 Promotional Tourism 06-Apr-2021 06-Apr-2021 22:17:20 brandusersms Dizabla: @
293857186 221539 @gmail.com
314 AD-Shopping - Promotional  Retail sale 06-Apr-2021 06-Apr-2021 21:30:34  brandusersms m @ & 0O
21'1406 @gmail.com
311 AD-NewvVilla - Promational  Realestate  06-Apr-2021 06-Apr-2021 22:21'14  brandusersms m ® @
21:14:06 @gmail.com
309 NEW CAR 1205161771 Transactional Banking 06-Apr-2021 06-ADr-2021 21:34'59  Drandusersms m @ o
927088476 18:27:51 @gmail.com
306 AD-NewVilla -~ Promotional  Real estate  06-Apr-2021 06-Apr-2021 18:28:42  brandusersms m @
18:27:51 @gmail.com
291 AD-New 1205161770 Promotional ~ Real estate  06-Apr-2021 06-Apr-2021 21:37:24  brandusersms m @
\ Home 614686901 144907 @gmail.com \ / )

Following are the statuses and editable actions that can be performed on Sender IDs based on their status.

*Approved’ Status: A Sender ID in an ‘Approved; status is approved by du and can be used to upload
consent information. Approved Sender IDs cannot be edited however can only be deleted by the

User. Promotional SMS can only be sent to the sender ID with ‘Approved’ status. User can view the
documentation against the sender by clicking the "EYE" icon under the ‘Action’ tab.

‘Pending’ Status: A Sender ID in a ‘Pending’ status is yet to be approved by du. Once a Sender ID in the
‘Pending’ status is approved, its status will turn to ‘Approved’. Sender ID in ‘Pending’ status cannot be
edited however can only be withdraw by the User in case Sender ID is no more required. User can view the
documentation against the sender by clicking the "EYE" icon under the ‘Action’ tab.

*Rejected’ Status: A Sender ID in a ‘Rejected’ status has been rejected by du due to missing documentation
or any other reason. The User can edit the Sender ID by clicking the “Pen” icon and can change Sender ID
segment and/or upload missing documentation or amend existing uploaded documents to re-submit for
Sender ID approval. User can view the rejection reason or existing documentation against the sender by
clicking the “"EYE" icon under the ‘Action’ tab.

‘Withdrawn’ Status: A Sender ID is in ‘Withdrawn’ status when it has been revoked by the User prior to
Sender ID being approved by du. In case Sender ID is already in ‘Approved’ or ‘Rejected’ status, then it
cannot be withdrawn. User can view the documentation against the sender by clicking the “EYE" icon under
the ‘Action’ tab.

14



5.2 View/Edit Sender ID

‘Deleted’ Status: A Sender ID is in ‘Deleted’ status when it has been deleted by the User. Sender IDs in
‘Approved’, ‘Denied’, ‘Rejected’ and ‘Suspended’ statuses can be deleted. Once a Sender ID is deleted, all
consent information stored against the Sender IDs are deleted. No Promotional SMS can be sent using this
Sender ID anymore. User will be required to re-apply Sender ID and again upload mobile subscriber consent
information against the Sender ID for all customers. User can view the documentation against the sender
by clicking the “"EYE" icon under the ‘Action’ tab. Deleted Sender ID are automatically removed from any
Groups they are tagged with.

‘Denied’ Status: A Sender ID is put in "Denied” status by du when it cannot be approved due to any
reason. Sender IDs in ‘Denied’ status can be deleted by the User. User can view reason for denial or the
documentation against the sender by clicking the "EYE" icon under the ‘Action’ tab.

‘Suspended’ Status: A Sender ID is put in ‘Suspended’ status by du in case of any non-compliance of the
terms and condition of use of Enterprise SMS Portal, Mobile SPAM Policy or Bulk SMS Service provided by
du. In 'Suspended’ status, the User will not be able to send Promotional SMS to its customers however can
upload/revoke mobile subscriber consent information against the Sender ID. All consents against the Sender
IDs will be disabled automatically. Once the Sender ID is made active again, all consent will be automatically
enabled. User can view the suspension reason and/or documentation against the sender by clicking the
“"EYE" icon under the ‘Action’ tab.

‘Disabled’ Status: A Sender ID is put in ‘Disabled’ status by du in case of any non-compliance of the terms
and condition of use of Enterprise SMS Portal, Mobile SPAM Policy or Bulk SMS Service provided by du.

In Disabled status, the User will neither be able to send Promotional SMS to its customers nor can upload/
revoke mobile subscriber consent information against the Sender ID. All consents against the Sender IDs will
be disabled automatically. Once the Sender ID is made active again, all consent will be automatically enabled.
Disabled Sender IDs cannot be deleted by the User. User can view the documentation against the sender

by clicking the "EYE" icon under the ‘Action’ tab. Disabled Sender ID are automatically removed from any
Groups they are tagged with.

‘Blacklisted’ Status: A Sender ID is put in “Blacklisted” status by du in case of a major non-compliance of
the terms and condition of use of Enterprise SMS Portal, Mobile SPAM Policy or Bulk SMS Service provided
by du. All consents against the Sender IDs will be deleted automatically and User will not be able to send
Promotional SMS to its customers. A Blacklisted Sender ID will not be available for re-registration. User can
view the blacklisting reason and/or documentation against the sender by clicking the “EYE" icon under the
‘Action’ tab.

15



5.3 Edit Rejected Sender ID

In case a requested Sender ID is not denied by du however only temporarily rejected, this functionality
allows Users to resubmit missing documentation or correct Sender ID information as requested by du.
In case the User submits the correct information or uploads required documentation, the Sender ID
will be approved.

4 )

@ Dashboard m Consent Templates  Consents  Manage Users Brand User @ ~
Manage SenderlD(s)

Showing results in between the dates October &, 2020 - April 6, 2021 &

SenderlD Category Segment Created by Status

SenderlD - Blockchain ID All hd All v Created by hd Rejected 2 m

[0 RequestiD Sender ID Blockchain ID  Category Segment Requested Date Status updated on Created by Status Action
0O 34 AD-Shopping - Promotional  Retallsale  06-Apr-2021 06-Apr-2021 21:30:34  brandusersm m @ ¢ o
21:14:06 s@gmail.com
Showing 1 to 1 of 1 entries Previous Next
- J

To view the rejection reason, User can click on the “Eye” icon under the ‘Action’ tab. The User can act on the
details to resubmit proper documentation and re-submit approval.

1/2 Document(s)
Attachment: Trade license/ Establishment card / Decree Rejected Date:
> < 06-Apr-2021 23:07:34
Rejected Reason:
m Expired Trade License
DMCC Free Zone
gy Dot 4™ s 2000 PR &
" &
>y v
(ST ——

By clicking on the “Pen” icon under the ‘Action’ tab, the User can edit previously uploaded details of
Sender ID.

The User can also edit the Sender ID segment, modify already uploaded documents or add new supporting
documents. Users will not be able to modify selected Sender IDs or change its category.

16



6. Manage Groups

This module allows Users to tag multiple promotional Sender IDs together in a Group in order to perform

an action on multiple Sender IDs in a single activity to save time. Multiple Groups can be created and multiple
Sender ID can be tagged to multiple Group to perform common action. Group are useful to use when same
activity is required to be performed on multiple Sender IDs e.q. consent information against a single mobile
subscriber for multiple Sender IDs can be uploaded in a single activity if all Sender ID are made part of a
common Group.

Applicable to:

e Admin User
¢ Normal User
¢ Reporting User

Module Functionalities:

Enables Users to create new Groups on the account.

Enables Users to edit existing Groups i.e. add/remove Sender ID to/from a Group.
Enables Users to delete the existing Group.

Enables Users to download a list of Group.

Enables Users to search Groups using available filters.

s wn =

Business Rules:

1. Only promotional Sender IDs can be tagged to a Group.

2. Groups are limited to perform common activities such as upload or revoking a consent for a number
of Sender IDs that are part of the Group.

3. Adding or deleting a Sender ID from a Group has no impact on Sender ID or mobile subscribers
consent information associated with a Sender ID. Similarly deleting a Group has no impact on the list
of Sender IDs which were part of the Group at the time of deletion.

4. If a Group is used to tag multiple Sender ID, then the action performed on the Group will reflect on
all the Sender IDs which are part of the Group at any point of time e.q. if a Group has 3 Sender IDs
and a consent upload activity was performed, then consent information will be replicated against all
Sender ID in that Group.

5. Ifa Group which has been previously used for any activity is modified to add or remove certain
Sender IDs, then the next activity will only be performed on the Sender ID which are currently part
of the Group. Sender IDs which are removed from the Group remain unaffected.

6. IfFa Sender ID which was part of an active Group is deleted or disabled, then the Sender ID is
automatically removed from the active Group. Any activity done on the Group will not have any
impact on the deleted Sender ID or its associated consent information.

7. Users can create a Consent Template for a Group. All Sender IDs that are part of the Group will
automatically use the same Consent Template when consents are uploaded.

17



6.1 Adding a Group

To add a Group, click on the “"Manage Groups” option of the ‘Sender ID’ tab on the Dashboard as shown
below to open the ‘Manage Groups' page. Click on the "+ADD" action button to create a new Group.

Dashboard

Manage Groups

Ve

Consent Templates Consents Manage Users Brand User @ ~

Sender ID

Manage Sender 1D

Manage Groups

Group SenderlD Created by Status

Select Group v Select SenderlD » Select Created by v All .

O Group ID Group Name No. of Sender ID(s) Created by Created on Status Action
50 Retail GRP 2 brandusersms@gmail.c 06-Apr-2021 23:41:47 m PN
om
Showing 1 to 1 of 1 entries Previous Next

.

Once the "+ADD" button is clicked, a Group creation page is opened. Enter the name of the Group in the
text box and click “Create” button to create the new Group.

New Group

Group Name
Retail GRP

Rules ko Create Group O

1. Sender ID group will allow brand to tag multiple promotional sender IDs together
2. A sender |D group can be used to create consent template for all tagged sender 1Ds through a single request
3. A sender |D group can also be used to upload/revoke consents against tagged sender IDs through a single request

4. If the brand adds a sender ID to a group with existing consents then existing consents will not be replicated for newly added sender 1D
5.If a sender ID, that is part of a group, is deleted then it will be automatically delinked from the group
6. Once a sender [D is delinked from the group, any new request on sender ID group will not be applicable to delinked sender ID
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6.2 Editing a Group

Once a Group is created, click on the “Pen” icon to edit the Group to tag Sender IDs.

e
Dashboard m Consent Templates Consents Manage Users Brand User @ ~
Manage Groups + ADD
Group SenderlD Created by Status
Select Group v Select SenderlD » Select Created by v All A
O Group ID Group Name No. of Sender ID(s) Created by Created on Status Action
] 50 Retail GRP 2 brandusersms@gmail.c 0B-Apr-2021 23:41:47 m PN
om

Once “"Pen” icon is clicked, the Group edit screen will open. Type the name of the promotional Sender ID to
be tagged in the text box and click “+Add" button to add the Sender ID to the Group.

e
@ Dashboard Consent Templates Consents Manage Users Brand User @'
Group name: Retail GRP
AD-Eatwell @ | x m
O Sender ID Blockchain ID Segment
] AD-Shopping 1205161772924566495 Retail sale

Upon clicking “"+Add”, the Sender ID will be added to the Group as shown below:

Dashboard m Consent Templates Consents Manage Users Brand User @ ~
Group name: Retail GRP
SenderlD + Add
O Sender ID Blockchain ID Segment
O AD-Shopping 1205161772924566485 Retail sale
D AD-Eat Well 1205161773361641167 Health
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6.2. Editing a Group

To delink a Sender ID from a Group click the “"Pen” icon under the ‘Action Tab' to edit the Group as show
below:

4 )

Dashboard m Consent Templates Consents Manage Users Brand User @ ~

Manage Groups

Group SenderlD Created by Status

Select Group v Select SenderlD » Select Created by v All .

O Group ID Group Name No. of Sender ID(s) Created by Created on Status w
51 Tour Group 2 brandusersms@gmail.c  07-Apr-2021 00:52:01 m FAE |
om
50 Retail GRP 0 brandusersms@gmail.c 06-Apr-2021 23:41:47 m =
- i J

To delink a Sender ID, tick mark the “"Check Box" next to the Sender ID and click “"Delink”.

4 )

@ Dashboard Sender ID Consent Templates Consents Manage Users Brand User @'

Group name: Tour Group

O Sender ID Blockchain ID Segment
Vv AD-Shopping 1205161772924566495 Retail sale
O AD-Eat Well 1205161773361641167 Health

User can also edit the name of the Group by click the “Pen” icon next to the ‘Group Name'.

4 2

Dashboard m Consent Templates Consents Manage Users Brand User @ ~

Group nami: Tour Group i

O Sender ID Blockchain ID Segment
O AD-Shopping 1205161772924566485 Retail sale
O AD-Eat Well 1205161773361641167 Health
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6.3 Deleting a Group

A Group can be deleted by clicking the "Bin" icon under the ‘Action’ tab as shown below. Deleting a Group
will only delink the Sender IDs tagged to the Group.

4 )

@ Dashboard Sender ID Consent Templates Consents Manage Users Brand User @ ~

Manage Groups
Group SenderlD Created by Status
Select Group v Select SenderlD » Select Created by v All A

O Group ID Group Name No. of Sender ID(s) Created by Created on Status

50 Retail GRP 2 brandusersms@gmail.c 0B-Apr-2021 23:41:47 m
om
Showing 1 to 1 of 1 entries Previous Next

Once a Group is deleted, the status of the Group will change to ‘Delete’ and all Sender ID will be delinked
automatically as shown below:

4 )

@] Dashboard Consent Templates Consents Manage Users Brand User @ ~
Manage Groups + ADD

Group SenderlD Created by Status
Select Group - Select SenderlD - Select Created by - All -

O Group ID Group Name No. of Sender ID(s) Created by Created on Status Action
50 Retail GRP 0 brandusersms@gmail.c 06-Apr-2021 23:41:47 m
om

=]
I

vious Next

Showing 1 to 1 of 1 entries
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7. Consent Templates

This module allows Users to create and view all registered Consent Templates, QR Code and Revoke QR
Code Templates on the portal along with its requisite details. A Consent Template is created to contain

the “"Keywords"” that a mobile subscriber accepts or acknowledges in order to receive promotional SMS
from any brand. Once a Consent Template is created, it can be tagged to a Sender ID or a Group. In order
for the User to upload any mobile subscriber consent information, Consent Template name needs to be
provided against the registered Sender ID or Group. The Consent Template content i.e. “Keywords” will be
uploaded with the mobile subscriber consent information to the system. The QR Code Template provides
the functionality to digitally acquire and upload a new consent directly by end customers via scanning a QR
Code. The Revoke QR Code Template provides the functionality to revoke an existing consent directly by
end customers via scanning a QR Code.

Applicable to:

e Admin User
¢ Normal User
¢ Reporting User

Module Functionalities:

1. Enables User to create new Consent Templates, QR Code Templates and Revoke QR Code Templates
Enables User to view all types of registered Templates.

Enables User to search from list of available Templates.

Enables admin and normal User to disable/enable a Templates.

Enables User to view details of Templates.

GEENRIN

Business Rules:

1. Disabled Consent Template will not be allowed to be used while uploading consent.
2. Only Admin and Normal User will be allowed to create/edit any type of Templates.

3. A Consent Template once created cannot be edited by any User however QR Code and Revoke QR
Code Templates can be edited.

4. Consent Templates cannot be deleted by any User. They are automatically deleted once the tagged
Sender ID or Group is deleted from the system.

~N
m Cmmgmey Hanage e Bran] Wi 5 =

Erqueited

Tergdate ) Tempdate Mame  Kiywends Sonden 1D Lo Date “Saien Dade Created Bty Saturs A teon
12001652248  Group One | e 1 Cornaty 11052002 JIOS-002 beandvascimd ﬂ * a
9075153 TermgHate TECFT 1003218 100211 el com

promot st
12081652248 Realfvtate I agree 1 AL TeyrReal 11082022 10052032  benduierymng n - a
62 TS0 Tempiate 1 T R TR ] 1E593 el gom

el il
12081651238 MNew Edo e sopl AD-Teytidy 5082022 29041022 brand e umng E
2LISLEET Termgilate & b rerEer 171734 194255 [t Tha=

corrs

\ ASABIEEIINT Pk Temeiuny i ) AN Yacbtd 2q.ng s TR R e —— | - J
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7.1 View a Consent Template

The content in a Consent Template can be viewed by clicking the "EYE" icon under the ‘Action’ tab on the
Consent Templates page as shown below:

4 D
Dashboard Sender 1D Consent Templates Consents Manage Users Brand User @ ~

Consent Templates

Template Name SenderlD Group Status

Template Name » SenderlD . Group . Created by v Al -

Template ID p Name Keywords Sender ID Group Requested Date Status Date Created By Status Action
12081617783 Shopping | acknowledge  -- Shop Group 07-04-2021 07-04-2021 brandusersms@ @
50099032 Template 10 receive 12:18:21 12:20:00 gmail.com

promo... m
12081617778 Retail Consent iacknowledge -- Tour Group 07-04-2021 07-04-2021 brandusersms@ Active @ 4
13760433 Template 10 subscribe to 10:48:58 10:48:58 gmail.com
12081617777  Eatiell I'subscribe o AD-Eat Well = 07-04-2021  07-04-2021  brandusersms@ m @ a
71015598 Template the receive 10:41:50 12:14:27 gmail.com

pro...

Showing 1 to 3 of 3 entries

- J

Once the “Eye” icon is clicked, the User will be able to review all consent information as shown below
including the “Keywords"” used in template, the status of the template, Group tagging information along
with system ID and time stamp of each action taken on the template.

Template ID: 1208161778350099032

Template Name: Shopping Template Consent Template Preview

Sender ID: i

Keywords:

Group Name: Shop Group

Requested Date: 07-04-2021 12:18:21 | acknowledge to receive promotional SMS marketing communicati
on from the Shopper Group LLC

Status Date: 07-04-2021 12:20:00

Status: System Deleted
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7.2 Enable/Disable Consent Template

A consent template can be temporarily enabled or disabled by the Admin or Normal User. The User can click
the “Active/lnactive” toggle switch under the ‘Action’ tab on the Consent Templates page.

4 A
@ Dashboard Sender 1D Consents Manage Users Brand User @ ~
Consent Templates

Template Name SenderlD Group Status

Template Name » SenderlD . Group . Created by v Al -

Template ID p Name Keywords Sender ID Group Requested Date Status Date Created By Status Action
12081617783 Shopping | acknowledge  -- Shop Group 07-04-2021 07-04-2021 brandusersms@ @
50099032 Template 10 receive 12:18:21 12:20:00 gmail.com

promo...

12081617778 Retail Consent iacknowledge -- Tour Group 07-04-2021 07-04-2021 brandusersms@

Active @ 4
13760433 Template 10 subscribe to 10:48:58 10:48:58 gmail.com
12081617777 EatWell I'subscribato  AD-Eat Well = 07-04-2021  07-04-2021  brandusersms@ m ® a
71015598 Template the receive 10:41:50 12:14:27 gmail.com
pro...
Showing 1 to 3 of 3 entries Previous Next

Once a consent template is disabled, its status will change from ‘Active’ to ‘Inactive’ and it cannot be used to
upload consent information.

@] Dashboard Sender 1D Consent Templates Consents Manage Users Brand User @ ~

Consent Templates ADD

Template Name SenderlD Group Status

Template Name ~ SenderlD - Group v Created by - Al -

Template ID Template Name Keywords Sender ID Group Requested Date Status Date Created By Status Action
12081617783 Shopping | acknowledge  -- Shop Group 07-04-2021 07-04-2021 brandusersms@ @
50099032 Template 1o receive 12:18221 12:20:00 gmail.com

promo...
12081617778 Retail Consent iacknowledge - Tour Group 07-04-2021 07-04-2021 brandusersms@ @ B
13760433 Template 1o subscribe to 10:48:58 12:3510 gmail.com
12081617777 Eatwell I'subscribe o AD-Eat Well - 07-04-2021  07-04-2021  brandusersms@ m @ a
71015598 Template 1he receive 10:41:50 12:14:27 gmail.com

pro

Showing 1 to 3 of 3 entries
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7.3 Creating a Consent Template

This functionality allows Admin and Normal Users to create Consent Templates by selecting a registered
Sender ID or a Group and providing relevant “Keywords”.

Applicable to:

e Admin User
¢ Normal User

Module Functionalities:

Enables User to create new Consent Templates.

Enables User to select desired Sender ID or Group to tag a Consent Templates.
Enables User to enter desired “Keywords” in a Consent Template.

Enables User to preview the entered “Keywords”.

HAwWN -~

Business Rules:

1. Consent Template can only be created for promotional Sender IDs.
2. User will be able to select active promotional Sender IDs or a Group for template tagging.
3. User will be able to add “Keywords” with minimum 20 and up to 1000 characters.

To create a new Consent Template, the User will click "+ADD" button on the Consent Templates Page as
shown below:

Dashboard Sender 1D Consent Templates Consents Manage Users Brand User @ ~
Consent Templates |
Template Name SenderlD Group Status
Template Name ¥ SenderlD - Group X Created by - All -

Template ID Template Name Keywords Sender ID Group Requested Date Status Date Created By Status Action
12081617783 Shopping | acknowledge - Shop Group 07-04-2021 07-04-2021 brandusersms@ @
50099032 Template 1o receive 12:18221 12:20:00 gmail.com

promo...
12081617778 Retail Consent 1acknowledge  -- Tour Group 07-04-2021 07-04-2021 brandusersms@ @ B
13760433 Template 1o subscribe to 10:48:58 12:3510 gmail.com
12081617777  Eatwell I'subscribe o AD-Eat Well - 07-04-2021  07-04-2021  brandusersms@ m @ a
71015598 Template 1he receive 10:41:50 12:14:27 gmail.com

pro
Showing 1 to 3 of 3 entries Previous Next




7.3 Creating a Consent Template

Once the "+ADD" button is clicked, the following Consent Template creation screen will appear. The User will
be required to enter template name, choose either a Sender ID or a Group radio button. In case Sender ID

is selected, the User will enter an active Sender ID. In case Group is selected, User will be required to enter
Group name. User will be required to enter “Keywords”. The entered “Keywords” can be reviewed in the
Consent Template Preview window. User can click 'SAVE’ button to create the template.

dJ Dashboard Sender 1D Consent Templates Consents Manage Users Brand User @ ~

Consent Template

Template Name *

My New Template

M 30 Charactel .

o aracter Consent Template Preview

Choose one from below

@ senderid Q Group Keywerds:
Yes, email me offers, style updates and special invites to s
ale and events

AD-Eat Well xw

Keywords *

( Yes, email me offers, style updates and special invites 10 sale and eventy )

Maximum 1000 characters 7441000 characters

CANCEL SAVE

Important information about “Keywords": e R

First name*

“Keywords” denote the set of explicit words that a mobile
subscriber has acknowledged and agreed to at the time
of becoming a customer and allowing any brand to send
promotional SMS to the mobile subscriber.

Last name*
The consent template must contain the entire set of
"Keywords" that the customers has agreed to at the time of
signing up an application form, Mmobile application or website
membership. R
As an example on the right side, a mobile application SHow

contains the “Keywords” as highlighted in the blue box to
collect consent from a mobile subscriber. Hence the consent , -

A i “ " Yes, email me offers, style updates and special invites to
template must contain the following as “Keywords"” as shown sale and events.
in the above template creation window.

By registering, you agree to our Terms & Conditions and Privacy

Policy
“Yes, email me offers, style updates and special invites to sale
and events.” CREATE ACCOUNT
Back to Sign In
. J
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8. Understanding QR Code Template

The QR Code Template offers Enterprises ("Brands”) a digital capability to automatically acquire and
upload an end customer digital consent upon scanning of a QR Code. This functionality can be used by any
Enterprises ("Brands”) using Enterprise SMS Portal and enables such Enterprises ("Brands”) to get rid of
existing manual consent upload processes via Analog Type or Digital Type (refer to Section 10. Consents
for more information on how to use Analog Type (Section 10.1.4) or Digital Type (Section 10:1.5). Consents
acquired and uploaded by QR Code scanning are denoted as Consent Type: "QR Code” on the portal.

A QR Code Template can be easily created by Enterprises ("Brands”) in a single step. A unique QR Code for
each template is generated which can be displayed by Enterprises ("Brands”) on their website, retail outlets,
etc. End customers will only be required to scan the QR Code from their smartphones. Upon scanning to
the QR Code by end customers, a webpage will be opened where end customers can enter their first/last
name along with their mobile number. End customers wiill receive an OTP to validate their consent. Upon
submission of the OTP, end customer consent will be directly uploaded in the Enterprise SMS Portal which
can be later extracted or downloaded from the Portal.

4 @ \ (" BEtps: //10.183.191. 4 qresde_templates reowsentrequest,/SpnVE N\
oasnboara  soncer 10 [CRMSIEISEY  consents Manage Users Brana Users. @~

APITIYILDEIPLVAKGRLY

Welcome to Brand
User

+ Company Loge (JPG)

N ——
QR Code Template can be easily created in a single step A QR Code will be generated
O roconane O roconave O roconave O roco nave
Verify your number Thank you for the verification
Welcome to Brand User Welcome to Brand User Enter the PIN sent to your mobile You will now receive all our messages on promot
lons and special offers
P : 2 S & form 10 receive message
lease fill the form 1o receive messages on ouwr Please fill the form to receive messages on our XXIOMXXAZT11
promotions and special offers promations and special offers Note: To unsubscribe SMS Unsub 1o 555
Joan
Didn't receive the PIN? Resend
Z Mote: To unsubscribe SMS Unsub to 5555
971553122311
[0 !agree to provide my consent to receive " | agree to provide my consent 1o receive
promational marketing message promotional marketing message
Note: To unsubscribe SM5 Unsub te 5555 Note: To unsubsciibe SMS Unsub to 5555
Managed and designed by du Managed and designed by du Managed and designed by du
& AN AN AN J

End customers can scan the QR Code to open a webpage. Enter their name and mobile number. End
customer will receive an OTP on their mobile number and upon submission their consent will be stored
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8.1 Viewing a QR Code Template

The content in a QR Code Template can be viewed by clicking the “"EYE" icon under the ‘Action’ tab on the
QR Code Template page as shown below:

.

Y

QR Code Template

Of Lomie Tempeane

vbbewt St N —

QR Code Template ID/Name ¥

DECads Tismgllals 1

| 21 R57 2407 24535
F11)

L20H1 651052330036
4 8

L20H165L0523 30836
1

1 20E1E510523:0936
|
1218510623306 36
fa |

L2091 651052320036
¥
il

OR Code Template
M

Group OF Codo
Tenplaie

Retan | QR Code
lenpaie

Fetail (R Code
Tenphis

Redail (R Code
Tenpliis

Ruvtail 0 Code
Tempialz

Retail §R Code
lenpiaie

Showing 1 te & of & enries

Oarser

Corpen Yemplene

Tengiate IDName

Coaert Teeplate I

13081 651050464200
4

1208165224862 3504
™

12081651237I66672
BT

12081651214000073
”

1A0A1651050661 831
oL

12001651050052601
3l

-

Cratad Iy

branduser eme@pmaal oo
m

arduser sens@pias oo
m

DrandusersTsEpTad (o
m

brandusersms@pmad o

branduceroepmanl ro

m

brandusersraSpmad o
m

Haquasitisd [t

10-May 2032 10:07:15

11-May-2022 05.53:20

25-Rpr-Z022 L7.32:59

25-Rar-2022 104208

26 Apr 022 10030

27-Apr- 2022 1338:51

poppam’

Once the “"Eye” icon is clicked, the User will be able to review all QR Code Template information as shown
below including information on Consent Template used, the status of the template, Sender ID/Group tagging
information along with system ID, Notes and the ability to view and download the template QR Code.

New Retail QR Code Template

120916573381 IBZZ TES

Reail Fromo QR Code Template

1208165223604 05 TES

DrANAUSRIETEE Ml (om
AD-TestRet

1&-May-20£2 1048 58

Adtive

To wnsubsonbe from promationsl marketing SMS
Send UNSUB 1o 5555
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8.2 Enable/Disable QR Code Template

A QR Code Template can be temporarily enabled or disabled by the Admin or Normal User. The User can
click the “Active/lnactive” toggle switch under the ‘Action’ tab on the QR Code Template page.

N
Dasnboara Sender 1D sent Tempames Consents Manage Users Brang user S.. @ -
QR Code Template
OR Code Template Conzent Template
DR Code Template ID/Name - Consent Tempiate IDYName -
QR Code Tempiate
QR Cooe Tempiate 1D Name Consent Tempiate 1D Created By Reguested Date Slatus ACThons
12091652338138227 New Retall QR Cogde 12081552336040657 DrAaNOUSErSMSBEMAICO 12-May-2022 10'48:58 m - 4 X a
&5 Templiate &5 m
12091652249234525 Group QR Code 12081651050454901 brandusersms@gmallco 11-May-2022 10:07:15 m
26 Template 24 m
12091651052330336 Retall QR Cooe 12081652248623904 Drandusersms@gmailco 11-May-2022 03:59:20 m &> &S L2 a
21 Tempiate os m
12091651052330936 Retall OR Code 12081651237966672 brandusersms@gmallco 29-Apr-2022 17:32.59 m -
21 Template &7 m
12091651052330936 Retall QR Code 12081651214010073 brandusersms@gmall.co 29-Apr-2022 10:42:08 m -
21 Template 72 m
12091651052330936 Retall QR Coge 12081651050661831 DraNOUSersMSGEMallco 29-Apr-2022 10:02:30 m -
21 Template o1 m
12091651052330936 Retall QR Coode 12081651050852601 Dbrandusersms@gmallco 27-Apr-2022 13:38:51 m -
21 Tempiate E m
Showing 1 to 7 of 7 entries Previous T

Once a QR Code Template is disabled, its status will change from ‘Active’ to ‘Inactive’ and QR Code scanning
will not work. In case an end customer tries to scan a disabled QR Code, an error will be displayed.

e ~
(
¢ Daxhboard Sender D Consents Manage Users Brand User 5. @@ =

QR Code Template

OF Code Template Comsent Template

QR Code Tempiate ID/Name - Comsent Temp -

QR Code Template

QF Code Template D Hama Consent Templats 1D Created By Reguesed Date Status RTINS
12091652338138227 Maew Ratall QR Coda 12081552336040657 brandusorsmeBgmalico 12.May-2022 10:48:58 m - 4 X a
as Template a3 m
12091652249234525 Group QR Code 12081651050464901 rENOUSErSMGEMAlleD 11-May-2022 10:07:15 - S
28 Tempatg 24 m
12091651052330936 Retall OR Code 12081052248623904 brandusersmuPgmalloo 11-May-2022 09:39.20 m - # + a
21 Template 04 m
12091651052330936 Rotall QA Cooe 1208165173 7966672 DrINOUSOISMIGEMAN 29-AM-2022 173259 m -
£1 Template a7 m
12091651052330936 Retail QR Code 12081551214010073 Drancusersms@gmalico 29-Apr-2022 10:42:08 m -
21 Tempiate 72 m
12031651092330936 Retall OR Code 12081851090601531 Drandusersmsfgmalico 29-Api-2022 1000230 m -
21 Templata o1 m
12091635L052330938 Retall QR Cooe 170815510508 52501 rANOUSETSTSPEMAL 2ZT-AM-Z0ZZ 133851 m -
21 Template EF | 2]
Showing L to 7 of 7 entries
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8.3 Creating a QR Code Template

This functionality allows Admin and Normal Users to create a QR Code Template to acquire and upload
digital consents directly by the end customers via scanning a QR Code.

Applicable to:

e Admin User
¢ Normal User

Module Functionalities:

Enables User to create new QR Code Templates.

Enables User to select desired Sender ID or Group to tag a QR Code Templates.

Enables User to select desired Consent Template linked to a Sender ID or Group.

Enables User to upload Company Logo to be displayed on QR Code Template.

Enables User to add special notes to the QR Code Template if required for additional information

Enables User to edit a QR Code Template to replace existing Sender ID/Group, Logo or Consent
Template

ov s wN 2

Business Rules:

1. Consents acquired and uploaded via QR Code scanning are always denoted as Consent Type: "QR
Code”

2. QR Code Template can only be created for promotional Sender IDs.

3. User will be able to select promotional Sender IDs in “Active” or “Suspended” status for template
tagaing

4. Only one QR Code can be created for one any Consent Template

5. A QR Code Template cannot be deleted and can only be disabled.

6. User will be able to add “"Note” with up to 300 characters

7. User will be able to upload company logo in JPG format with maximum 10MB file size

8. Once a QR Code template is active, scanning or re-scanning of the QR Code will override any existing

consents with new consents. Old consents will be revoked and replaced by new QR Code consents

9. An end customer can scan a QR code and upload consent only 3 times within a 15 minutes window.
After 3 times, customer will be required to wait for another 15 minutes to resubmit his consent.

To create a new QR Code Template, the User will click "+ADD" button on the QR Code Template Page as
shown below:

w | Dasnboard Sender iD Consents Manage Users Brand UserS_. @ ~

OR Code Template Consent Template

QR Code Tempiate

QR Cote Template 10 Name Consent Template 1D Created By Requested Date Status Actions
12091032338138227 New Relall QR Cooe 12081032330040037 aNOUSSMSSEMIAll (0 12-May-2022 10.48.33 m - 4 i u
o3 Template 63 m
12091652249234525 Group QR Code 12081651050464901 brandusersms@gmallo 11-May-2022 10:07:15 ® 4 B
26 Template 24 m
12091651052330936 Retall QR Code 12081652248623904 brandusersmsGgmallco 11-May-2022 03:53:20 m ® & L«
\_ 21 Template 04 m j
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8.3 Creating a QR Code Template

Once the "+ADD" button is clicked, the following QR Code Template creation screen will appear. The User
will be required to enter template name, choose either a Sender ID or a Group radio button. In case Sender
ID is selected, the User will enter a Sender ID. In case Group is selected, User will be required to enter Group
name. User will be required to select an active Consent Template tagged to the Sender ID/Group. User wiill
be required to upload company logo to be displayed on the template. In case the User wants to add any
special notes to be displayed to the end customer, User can input these in the “Notes” section. User can

click 'SAVE' button to create the new template.

Fe I Dashboard  Sender D [ECSSSSUE SERTSESEY  conionts  Hanags Users Brand UserS.. @ ~
J
Add QR Code Template
R cote Tempiate name =
Mamimum 30 cthaaciars
-
Welcome to Brand
- User
Please fill the form to receive
meszages on oul PIOMOtoNs
Coniane Tampists = and special offers
Consant Tampiate -
HERIHEHRK
Company Loge = €9
( P s Se 8 &9
+ Company Loge (JPG)
-
\ =G 1 D000
-
NOTR
\ Paximum 300 characters O/ 300 charastens
CANCEL SAVE

Once the QR Code template is saved, User can view the created template from the QR Code Template home
screen and download the QR Code by clicking the “"Download” icon under the ‘Action’ tab. Once download is

clicked, QR Code will be downloaded in PDF format file.

d,l Dashboard  Sendes 1D  [NECTNSIRPESSETSEE  (onsents  Manage Users

(TS /710.183.191.4/ roode_templates qromsentrequast /bpavd
IV IPLYaKgRI0/

Brand User S @~

QR Code Template

OR Code Template

OI? Code Iemphtp n Name Consent !pmphto n Created Hv
12091652338138227 MNew Retsil QRCode  12081652336040657 brandusersms@gmailco 12-May-2022 10:48 58 m

65 Tamplate 65 m

12091652249234525 Group QR Code 12081651050464901 Drandusersms@Emallco 11-May-2022 10:0715 m
26 Template 24 m

12081652248623904 brandusersms@gmallco 11-May-2022 09:59:20 m
Template 04 m

Requested Date Status

12091651052330936 Retail QR Code

\__2

+ Ao

Actions

® & L& €
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8.4 Editing a QR Code Template

This functionality allows Admin and Normal Users to edit an existing QR Code Template.

Applicable to:

e Admin User
¢ Normal User

Module Functionalities:

Enables User to edit existing QR Code Templates.

Enables User to select a new Sender ID or Group to be tagged to an existing QR Code Template.
Enables User to select a new Consent Template linked to a Sender ID or Group.

Enables User to upload a new Company Logo to be displayed on QR Code Template.

Enables User to update special notes to the QR Code Template.

G NERINRES

Business Rules:

1. Editing a QR Code template will not generate a new QR Code pattern

2. Ifa Consent Template has already been used in a QR Code template once, it cannot be re-used again
even ifitis still active. A new Consent Template will be required to be created in order to be used.

3. In case a Consent Template has been disabled by the User, QR Code Template will become inactive.
In order to use the same QR Code Template, either disabled Consent Template needs to be enabled
or new Consent Template needs to be tagged

4. In case a Consent Template has been deleted by the System, QR Code Template will become
inactive. In order to use the QR Code Template, a new Consent Template needs to be tagged.

To edit a new QR Code Template, the User will click "Pen” icon on the QR Code Template Page as below.

o= 2

¢ Dashboard Semder 1D Consenis Manage Users

QR Code Template

Brand User5_ -

R {ade Template Consent Te

Q& Code Template | D/Mame - Cansent Tamplate ID/Mams -

Downloed

DR Code Templaia

OF Code Template 1D Mame Consent Template I Created By Requested Date Status
12091652330136227 Now Retail R Coda 17081652336040657  branousorsmspgmailco 12-May-2027 104858 m - 5 & a
BS Templars [ m

Ean
12091652249234525  Group QR Code 12081651050464901 brandusersms@gmailos 11-May-2022 10:0715 m ® F & a
26 Templare 24 m
12091 651052330936  Retail QR Code 12081652 248623904  Drandusersmsggmailco  11-May-2022 095320 m - 4 A a«
z1 Template 04 m
12091651052330936  Retail (it Code 12081651 237966672 DrandusersmsBgmallco 29-Apr-2022 17.32:58 m
21 Templare 67 m
12091651052330936  Retail OR Code 12081651214010073  BrandusersmsBgmail co 29-Ap-2022 1004208 m
z1 Template 7z m
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8.4 Viewing QR Code Uploaded Consent

Once an end customer successfully scans a QR code to upload his consent, the consent evidence can be
reviewed by the User in the “"Search Consent” menu item. Kindly refer to Section 11 “"Search Consent” of
the user guide on how to view information on consents and their evidence against a mobile subscriber and
sender ID.

In case a consent has been uploaded using a QR Code, upon search of consent using “Search Consent”
menu item, User can review the following information for the particular MSISDN as shown below.

4 E R
d‘ Dashboard Sender ID Consent Templates Manage Users Brand User 5_. @~

Consents Search

M550 SenderlD

971523200481 SenderlD - m @ Download

MSISDN Serder 10 Consent Type Registered Date  Revoke Date Status Chamnmned [Ngitat 1D Action
971523200481  AD-TestBank OR Code 2022-24-05 - ArTive QRCODE |ohn Doe|OTP = L
121335 597775

971523200481  AD-TestReal QR Code 2022-24-05 - ACtive QRCODE John Doe|0TR = &
1211335 597775

971523200481  AD-TestRet QR Code 2022-24-05 - Artive QRCODE Jehn Doe|OTPE = -
121335 587775

\ |

As consents uploaded via QR Code is a form of Digital Consents, the information will be similar to Digital
Consent with following conditions to differentiate it from consent uploaded by "Digital Type" which is a
manual consent upload process.

Consent Type will always be displayed as “"QR Code” and Channel will always be *QRCODE"

User can view all consent details including:

MSISDN: (Mobile number of the customer).

SENDER ID: (Sender ID the customer has subscribed).

CONSENT TYPE: QR Code.

REGISTERED DATE: (Date & Time when consent was uploaded on the system).

REVOKE DATE: (Date & Time in case the consent was revoked from the system).

Status: (If consent is ‘Active’ or ‘Revoked’).

CHANNEL: QRCODE

DIGITAL ID: The end customer First and Last Name with OTP entered during QR Code scanning process.
More information available by clicking "EYE" icon under ‘Action’ tab:

CONSENT ID: (System ID of the stored consent).

TEMPLATE ID: (System ID of the Consent Template).

TEMPLATE NAME: (Consent Template Name).

KEYWORDS: (Keywords stored in the Consent Template).

CONSENT DATE & TIME: (Timestamp of the customer scanning the QR Code to provide the consent).
DIGITAL CHANNEL VALUE: (QR Code Template ID used for scanning of the QR Code)
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9. Understanding Revoke QR Code Template

The Revoke QR Code Template offers Enterprises ("Brands”) a digital capability to automatically revoke
an end customer consent upon scanning of a QR Code. This functionality can be used by any Enterprises
("Brands”) using Enterprise SMS Portal and enables such Enterprises ("Brands”) to get rid of existing
manual consent revoke process (refer to Section 10 Consents for more information on how to revoke
consents (Section 10.2)).

A Revoke QR Code Template can be easily created by Enterprises ("Brands”) in a single step. A unique QR
Code for each template is generated which can be displayed by Enterprises ("Brands”) on their website,
retail outlets, etc. End customers will only be required to scan the QR Code from their smartphones. The QR
Code scanning will open a webpage where end customers can enter their mobile number. End customers
will receive an OTP to validate their revoke consent request. Upon submission of the OTP, end customer
consent will be directly revoked in the Enterprise SMS Portal.

' \ https: //10.183. 191. 4/qroode_templates/qrrevokerequest wkine

- il
e R PSR S

Add Revoke QR Code Template

Brand UserS. @~

Revoke QF code Tempiate name *

Maximum 30 characters

Choose one from below

@ senceri0 O Group

Welcome to Brand
User

Digital Consent Revocation Form
for Promctional Messaging

Senger ID/GroUp =
or I

Company Logo* @

SGTLXOXKKK

+ Company Loga (JPG)

A QR Code will be generated

Note:

Managed and designed by du

CANCEL SAVE

N\ J

Revoke QR Code Template can be easily created in a single step

—

F

O roconame O roconane O roco nawe
- Thank you For the verification

Verify your number
Welcome to Brand User You have opted out 10 feceive Messages on

Enter the PIN sent to your mobile BSSEEEA S RN i
Digital Consent Revocation Form for Promational P 2 e g
Messaging +871XXXXX0481
0 e to revoke my comsent

Managed and designed by du
Managed and designed by du J Managed and designed by du )

End customers can scan the Revoke QR Code to open a webpage. Enter their mobile number. End customer
will receive an OTP on their mobile number and upon submission their consent will be revoked
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9.1 Viewing Revoke QR Code Template

The content in a Revoke QR Code Template can be viewed by clicking the "EYE" icon under the ‘Action’ tab
on the Revoke QR Code Template page as shown below:

4 D

Dashboard Sender 1D Consents Manage Users Brand User S @ ~
Revoke QR Code Template + ADD

Revoke OR Code Temolate
Revoke QR Code Template ID/Name »

Group

Revoke QR Code  Revoke QR Code

Template ID Template Name Sender 1D Group Created By Requested Date Status Action
121016529562014 Revoke Group AD-TestBank - brandusersms@gmai  19-May-2022 m ® & A
4505 Template |.com 14:30:01

121016512128727 Revoke Temp 1 - Group One brandusersms@gmai  29-Apr-2022 m ® & &
6051 |.com 101433

Showing 1 to 2 of 2 entries - Nex

- J

Once the “Eye” icon is clicked, the User will be able to review all Revoke QR Code Template information as
shown below including info on the status of the template, Sender ID/Group tagging information along with
system ID, Notes and the ability to view and download the template QR Code.

Revoke QR CodeTemplate Name: Revoke Group Template
Revoke R Code Tempilate ID: 1210165295620144905 Revoke QR Code T
Created By: brandusersms@gmail com

Senderil: AD-TestBank

19-May-2022 14.30.01

ACTiva

Download Revoke QR Code
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9.2 Enable/Disable Revoke QR Code Template

Revoke QR Code Template can be temporarily enabled or disabled by the Admin or Normal User. The User
can click the “Active/lnactive” toggle switch under the ‘Action’ tab on the QR Code Template page.

@ Dashboard Sender ID Consent Templates Consents Manage Users Brand User 5. @ -

Revoke QR Code Template + ADD
Revoke OR Code Template SenderiD Group .
Revoke QR Code Template ID/Name = SenderlD o Group o B vownioad |
Revoke QR Code Revoke QR Code
Template 1D Template Name Sender |D Group Created By Requested Date Status Action
121016529562014 Revcke Group AD-TestBank brandusersms@gmai  19-May-2022 m > & X
4805 Template |.com 14:30:01 a
121016512128727 Revcke Temp 1 Group One
= E=a

Showing 1 to 2 of 2 entries

brandusersms@gmai  29-Apr-2022 m
|.com 10:14:32 a

.

Once a Revoke QR Code Template is disabled, its status will change from ‘Active’ to ‘Inactive’ and QR Code
scanning will not work. In case as end customer tries to scan a disabled QR Code, an error will be displayed,

4 E D
d‘ Dashboand Sender 1D Consents Manage Users Brand User S @ -

Revoke QR Code Template

Revoke OR Code Temolate
Revoke QR Code Template ID/Name »

Revoke QR Code Revoke R Code
Template 1D Template Name

121016529562014 Revoke Group
4905 Template

121016512128727 Revoke Temp 1
6051

Showing 1 o 2 of 2 entries

SendenD Grown
SenderlD v Group
Sender 1D aroug
AD-TestBank
Group One

-
Created By Requested Date

brandusersms@gmai  19-May-2022
I.com 14:30:01

brandusersms@gmai  29-Apr-2022
|.com 101433

i

.
“

i

E3

[

L]
Y
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9.3 Creating Revoke QR Code Template

This functionality allows Admin and Normal Users to create a Revoke QR Code Template to revoke consents
directly by the end customers via scanning a QR Code.

Applicable to:

e Admin User
¢ Normal User

Module Functionalities:

Enables User to create new Revoke QR Code Templates.
Enables User to select desired Sender ID or Group to tag a Revoke QR Code Template.
Enables User to upload Company Logo to be displayed on Revoke QR Code Template.

Enables User to add special notes to the Revoke QR Code Template if required for additional
information

HAwWN -~

5. Enables User to edit a QR Code Template to replace existing Sender ID/Group or Logo

Business Rules:

1. Revoke QR Code Template can only be created for promotional Sender IDs.

2. User will be able to select promotional Sender IDs with ‘Active’ or ‘Suspended’ status for template
tagging.

3. Any particular Sender ID or a Group can only have one Revoke QR Code template tagging.

4. A Revoke QR Code Template cannot be deleted and can only be disabled.

5. User will be able to add “"Note” with up to 300 characters

6. User will be able to upload company logo in JPG format with maximum 10MB file size

To create a new Revoke QR Code Template, the User will click *+ADD" button on the Revoke QR Code
Template Page as shown below:

4 2

| w Dashboard Sendes 1D Consents Hanage Users Brand Users. @~
Revoke QR Code Template

Revoke OR Code Template Senderld Group

Revoke QR Code Template IDVName + Senderill A Group v [@ Download |

Revoke (R Code Revoke (R Code

Template ID Template Name Sender 1D Group Created By Requested Date Status Action
121016530324772 Demoa Template QR AD-TestReal x brandusersms@gmai 20-May-2022 m ® 4 ta
6138 (ode | com 114117

121016529562014 Revoke Group AD-TestBank = brandusersms@gmai  19-May-2022 m ® s La
4505 Template .com 14:30.01

121016512128727 Revoke Temp 1 - Group One brandusersms@gmai  29-Apr-2022 m @ JS 2 a

B051 |.com 1014 33

Showing 1 1o 3 of 3 entries |
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9.3 Creating Revoke QR Code Template

Once the "+ADD" button is clicked, the following QR Code Template creation screen will appear. The User
will be required to enter template name, choose either a Sender ID or a Group radio button. In case Sender
ID is selected, the User will enter an ‘Active’ or ‘Suspended’ status Sender ID. In case Group is selected, User
will be required to enter Group name. User will be required to upload company logo to be displayed on the
template. In case the User wants to add any special notes to be displayed to the end customer, User can
input these in the Notes section. User can click 'SAVE' button to create the template.

4 A

o Dahboard  Sender 1D m Consents  Manage Users Brand User 5. G =

Add Revoke QR Code Template

Rawoks QR coda Templats nama =
Mazimum I8 characters

Choose one from below

sender ID__ () Growp

Sender 107G ous = b
User
Digital Consent Revoration Foim
for Promotional Messaging
Company Logo=
=S LOOO00000C

[ + Company Lege (JPSE) ]

Managed and designed by du

N\ J

Once the Revoke QR Code template is saved, User can view the created template from the Revoke QR Code
Template home screen and download the QR Code by clicking the "Download” icon under the ‘Action’ tab.
Once download is clicked, QR Code will be downloaded in PDF format file.

du B e - [ ——
hitps://10.183.191 4/qrcode_t

Revoke QR Code Template [ 40 ]
evake O Code Template SerdedD Greup

Revows QR Co0  Revots QR Cooe

Tompiate 10 Template Name  Sender 10 Croup Created By Requested Date  Status Actien
171010530374772 Dema Tempiate QR AD-TesIREa 2 DIANIUSEISMSPEMA  20-M3y-2077 ﬂ ®> s Lta

6138 coon Lom 114127 m
AT EAAGIY Ry A mrEEaE B [ RO I .- | -

4303 Tempiale 1.com 143000

121015512128727 Revoke Temp 1 - Group One DEANUSETSMSGEMA 29 ARr-20Z2 m ® s La

8051 Lom 101433

Showing 11 3 of 3 enuries -
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9.4 Editing a Revoke QR Code Template

This functionality allows Admin and Normal Users to edit an existing Revoke QR Code Template.

Applicable to:

e Admin User
¢ Normal User

Module Functionalities:

1. Enables User to edit existing Revoke QR Code Templates.

2. Enables User to select a new Sender ID or Group to be tagged to an existing Revoke QR Code
Template.

3. Enables User to upload a new Company Logo to be displayed on Revoke QR Code Template.
4. Enables User to update special notes to the Revoke QR Code Template.

Business Rules:

1. Editing a QR Code template will not generate a new QR Code pattern

2. Any particular Sender ID or a Group can only have one Revoke QR Code template tagging. In case a
new QR code template needs to be created for the same Sender ID or Group, the Sender ID or the
Group needs to be removed from the previous linked template.

To edit a new QR Code Template, the User wiill click "Pen” icon on the QR Code Template Page as below.

= A

¢ | Dashbeard Sender 1D Consent Templates Consents Manage Users Brand User 5. (@~

Revoke QR Code Template + DD

Revoke DR Code Template SenderiD Group

Revoke QR Code Template ID/Name SandoriD v Group o m

Revoke (R Cooe Revoke R Cooe

=]
g
H

Template I Template Name  Senoer 1D Group Created By Roquested Date  Slatus Action
121016530324772 Demo Tempiate QR AD-TestReal = Brandusersms@gmal 20-May-2022 m @™ 4 La
5138 Code 1.com 11:4117 -

dr
121015529552014 Revoke Group AD-TestBank - brandusersms@gmal  19-May-2022 m @ ’ & [ N
4805 Tempiate Lcom 143001
121016512128727 Revoke Tamp 1 - Group One brandusersmsGgmal 29-Apr-2022 = ® 4 LA
6051 1.eom 101433

Showing 1 to 3 of 3 entries Pre - Vext
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9.5. QR/Revoke QR Code Error Codes

Various error messages will be displayed in case QR Code or Revoke QR Code scanning is disabled.
Following is the description of all error codes that will be displayed to the end user upon scanning of
QR Code.

Scanning an “Inactive” QR/Revoke QR Code Template:

In case any template has been made inactive by the User, the following error message will be appear to the
end customer upon scanning:

“Error code: 001. QR code scanning has been disabled.”

Scanning the QR code for “Suspended” or “Suspend Restricted” Enterprise “*Brands” accounts:

In case du has put an Enterprise “"Brands” account under any suspension status on the Enterprise SMS
Portal, the following error message will be appear to the end customer upon scanning:

“Error code: 002. QR code scanning has been disabled.”

Scanning a QR/Revoke QR Code Template with a “*Disabled” Sender ID status:

In case an end customer scans any QR/Revoke QR Code that is linked to a Sender ID with "Disabled” status,
the following error message will be appear to the end customer upon scanning:

“Error code: 003. QR code scanning has been disabled.”

Scanning a QR Code Template with a “*Disabled” Consent Template:

In case any Consent Template tagged to a QR Code Template has been disabled, the following error
message will be appear to the end customer upon scanning:

“Error code: 004. QR code scanning has been disabled.”

Scanning a QR/Revoke QR Code Template with a “*Deleted” or “Blacklisted” Sender ID status:

In case an end customer scans any QR/Revoke QR Code for a Sender ID with “Deleted” or “Blacklisted”
status, the following error message will be appear to the end customer upon scanning:

“Error code: 005. QR code scanning has been disabled.”

Disabled QR/Revoke QR Code Functionality:

In case of QR/Revoke QR Code functionality has been disabled for Enterprises ("Brands”) by du, all types
of QR/Revoke QR Code scanning will be disabled. The User will receive the following pop up message upon
clicking QR Code or Revoke QR Code tab under the Consent Templates menu item.

"QR code functionality has been disabled. Kindly contact our customer care team at Care.Business@du.ae”

In case an end customer scans an existing QR Code/Revoke QR Code image, the following error message
will appear to the end customer:

“Error code: 006. QR code scanning has been disabled.”
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10. Consents

This module allows Users to perform consent information related activities that include Consents Upload,
Consents Revoke, access to Search Consents of any end customer, Enterprise Consents search for
summary details or Consent Downloads functionality.

Applicable to:

e Admin User
e Normal User
* Reporting User

Module Functionalities:

1. Enables User to upload new consents.

2. Enables User to revoke existing consents.

3. Enables User to search for consent based on MSISDN or Sender ID search filters.

4. Enable User to download consent information against a particular Sender ID.

5. Under ‘Enterprise Consents’ enables User to download the summary report of active consents
count against a particular Sender 1D

6. Under ‘Consent Downloads’ enables User to download consent information of all end customers for

active consents
Business Rules:

1. There are 3 types of consents on the system:

e Consent Type ‘Analog’ : Consents that hold evidence as a scanned image/document and are
manually uploaded on the system via Consent Upload by Analog Type

e Consent Type 'Digital’ : which are acquired via any digital channel and are manually uploaded on
the system via Consent Upload by Digital Type

e Consent Type '‘QR Code’ : Consents which are acquired via QR Code scanning and directly
uploaded on the system (refer to Section 8. Understanding QR Code Template of the User Guide)

2. Only Admin and Normal Users can upload or revoke consents.

3. Consents can be uploaded or revoked against Sender IDs that are in ‘Active’ or ‘Suspended’
status only.

4. Reporting User can only search consents.

5. Consent Downloads will only be done for active consents stored in the system. Revoked consents
data will not be downloaded.

( )
dJ Dashboard Sender ID Consent Templates| m Manage Usefs Brand User @ ~
<
Consents Revoke
Consents Upload Searcn Consents + ADD
Enterprise Consents
Reference Name Consent Template Created By \Status )
Reference Name - Consent Template ~ Created By - PETATE
Reference Consent
Name Template Sender ID Group Submitted Processed Failed Created By Requested Date Status Action

) =
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10.1 Consents Upload

This module allows Users to view information on all Consents Upload activities done by the User.

Applicable to:

e Admin User
e Normal User
e Reporting User

Module Functionalities:

Enables User to view log of all Consents Upload activities based on their status.

Enables User to download the list of Consents Upload activity logs.

Enables User to view and download the summary of Consents Upload activity.

Enables User to download the detailed report against Consents Upload for failed cases.

Enables User to download the uploaded CSV file with MSISDNs for the Consents Upload activity.
Enables Admin and Normal User to create new Consents Upload activities.

ov s wN 2

Business Rules:

All Users can view details for consent logs.
Admin and Normal Users are only allowed to add new Consents Upload.
User will be able to view each request as a separate row.
Activity logs of any one status will be shown at any one point of time.
Activity status: ‘Pending’” means that Consents Upload activity has been submitted to the system.
Activity status: ‘'In progress’ means that consents are being updated on system.
Activity status: ‘Completed’” means that consents are successfully updated on the on system.
Activity status: ‘Cancelled’ means that the Consents Upload activity failed due to system issue.
Admin User will receive email notification once the status is completed.
. User is able to filter request by reference name, Consent Template, created by and status filter.
11. User is able to view details of consent activity logs by clicking on the "EYE" icon under ‘Action’ tab.
12. User can download the list of MSISDN's upon clicking on the submitted column hyperlink.
13. User can download the list of Sender IDs tagged to a Group by clicking on the Group column hyperlink.

O®mNO U A WN 2

RN
o

4 N
@ Dashboard Sender 1D Consent Templates m Manage Users Brand User @ ~
Consents Upload + ADD

Reference Name Consent Template Created By (Stalui

Reference Name hd Consent Template A Created By b Completed -

Reference  Consent

Name Template Sender 1D Group Submitted Processed Fa Pending quested Date Status Action
Inprogress

EatwellCons Eatwell AD-EatWell -- 6 5 prog -Apr-2021 13:43:28 @

ents Template Cancelled

newtourl AD-Walk A% AD-WalkA% -

o
@

3 Completed -Abr-2021 234359 @

Template \_ s@gmail.com Y,
NewDigitalU AD-WalkA% AD-WalkA% -- 34 24 0 brandusersm  07-Apr-2021 23:13:23 @
pload4 Template s@gmail.com
NewDigitalU Retail = TourGroup 34 34 0 brandusersm  07-Apr-2021 23:04:32 @
pload3 Consent s@gmail.com
Template
NewDigitall Retail = TourGroup 34 34 24 brandusersm  07-Apr-2021 22:28.15 @
pload2 Consent s@gmail.com
\_ Template )

a2



10.1.1 View Consents Upload Activity

To view the Consents Upload activity summary, click on the “"EYE" icon under the ‘Action’ tab.

Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~
Consents Upload + ADD
Reference Mame Consent Template Created By Status
Reference Name v Consent Template » Created By v Completed A
Reference  Consent
Name Template Sender ID Group Submitted Processed Failed Created By Requested Date Status Action
newtourl  AD-WalkA% AD-WalkA% - 6 6 5 brandusersm  07-Apr-2021 23:43:59 @
Template s@gmail.com
NewDigitalu AD-WalkA% AD-WalkA% -- 34 34 0 brandusersm  07-Apr-2021 23:13:23 m @
pload4 Template s@gmail.com
NewDigitalu Retail = Tour Group 34 34 0 brandusersm 07-Apr-2021 23:04:32 ® ®
pload3 Consent s@gmail.com
Template
NewDigitall Retail = TourGroup 34 34 24 brandusersm  07-Apr-2021 22:26815 @
ploadz Consent s@gmail.com
Template
NewDigitaly Retail - TourGroup 34 34 0 brandusersm  07-Apr-2021 22:14:01 ® K
ploadl Consent s@gmail.com
Template
newtour Retail == Tour Group & 6 =) brandusersm 07-Apr-2021 21:55:42 @
\ Consent s@gmail com J

Once the “Eye” icon is clicked, the following summary page is displayed. The User can review the Consents
Upload activity details including the count of total MSISDNs submitted, the total count of MSISDNs
processed and the failed count. Also information on the status of the activity and activity start and end
time is shown.

Reference ID: 511161782280334533
Reference Name: NewDigitalUpload4
Consent Template: AD-Walk.A% Template
Sender ID: AD-Walk.A%

Group Name:

Submitted Count: 34

Processed Count: 34

Failed Count: 0

Requested Date: 07-Apr-2021 23:13:23

Process Start Date: 07-Apr-2021 23:14:16

Process Completed Date: 07-Apr-2021 23:14:20
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10.1.1 View Consents Upload Activity

To download the Consents Upload activity CSV file for each row, the User can click on the on the hyperlink
under the ‘Submitted’ column tab. The CSV will be available as download file to the User.

Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~
Consents Upload
Reference Name Consent Template Created By Status
Reference Name v Consent Template » Created By v Completed A
Reference  Consent
Name Template Sender ID Group Submitted Processed Failed Created By Requested Date Status Action
newtourl  AD-WalkA% AD-WalkA% - 6 6 5 brandusersm  07-Apr-2021 23:43:59 @
Template s@gmail.com
NewDigitalu AD-WalkA% AD-WalkA% -- 34 34 0 brandusersm  07-Apr-2021 23:13:23 m @
pload4 Template s@gmail.com
NewDigitalu Retail = Tour Group 34 34 0 brandusersm 07-Apr-2021 23:04:32 @
pload3 Consent s@gmail.com
Template
NewDigitall Retail . TourGroup 34 34 24 brandusersm  07-Apr-2021 22:26815 @
ploadz Consent s@gmail.com
Template
NewDigitaly Retail - TourGroup 34 34 0 brandusersm  07-Apr-2021 22:14:01 @
ploadl Consent s@gmail.com
Template
newtour Retail == Tour Group & 6 =) brandusersm 07-Apr-2021 21:55:42 @
\ Consent s@gmail com J

Sample downloaded file:

Page Layout

Formulas

Data

Review  View

New Digital Consent CSV File (5) - Excel

nt to do.

X o . T e = . = e EXx e Z- A p Classification (7) He
B - Calibri 11 A A 7 T E¥ Wrap Text General [:—l S“ ,;j‘ =5 EEIx EI 5- ZY : .Tup s
Paste B I U- - &+ A~ Merge & Center = $ - % 3 | % F(Inndltlonalv Format'as Cellv Ins'ert Delvete Fnr?ﬁt & SprtSf Fmd&. .Publlc
ormatting - Table - Styles Filter - Select
clipboard Font 5 Alignment 5 Number & Styles cells Editing Classif
N19 - fe
A B | (@ | D E [P G H J K
1] MSISDN DATE-TIME OF CONSENT CHANNEL  CHANNELVALUE  DIGITALID
2 | 971552000000 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
3 | 971552000001 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
4 | 971552000002 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
5 | 971552000003 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
6 | 971552000004 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
7 | 971552000005 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
8 | 971552000006 2020-12-24 15:31:00 WEB Alpha Website www.alpha.com/user/971552345678/34342
9 | 971552000007 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
10 | 971552000008 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
11 | 971552000009 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
12 | 971552000010 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
13 | 971552000011 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
14 | 971552000012 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
15| 971552000013 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
16 | 971552000014 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
17 | 971552000015 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
18 | 971552000016 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
19| 971552000017 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
20 | 971552000018 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
21| 971552000019 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342
22 | 971552000020 2020-12-24 15:31:00 Web Alpha Website www.alpha.com/user/971552345678/34342
\2? 971552000021 2020-12-23 12:00:00 App Beta Application  www.beta.com/user/13323438user@gmail.com/34342 )
Az1ccannoonn 2000 10 g ac.01.00 P FORTTET PRI Ll L loZarcanaccz0inang

aq



10.1.1 View Consents Upload Activity

Users can also download the ‘Download Summary’ report by clicking the ‘File’ icon under the action tab.
The ‘Download Summary’ report provides summary details on the consent upload activity on summary
count of consents submitted, successful and failed. The file will be exported as a download file to the User.

@ Dashboard Sender 1D Consent Templates m Manage Users Brand User @ ~
Consents Upload + ADD
Reference Name Consent Template Created By Status
Reference Name - Consent Template i Created By i Completed .

Reference  Consent
Name Template Sender ID Group Submitted Processed Failed Created By Requested Date Status Action
newtourl  AD-WalkA% AD-WalkA% - 6 6 5 brandusersm  07-Apr-2021 23:43:59 @

Template s@gmail.com
NewDigitall AD-Walk A% AD-WalkA% - 34 34 0 brandusersm 07-Apr-2021 231323 complated EC)
pload4 Template s@gmail.com

Download Summary

NewDigitall Retail Tour Group 34 34 0 brandusersm 07-Apr-2021 23:04:32
pload3 Consent s@gmail.com

Template
NewDigitall Retail TourGroup 34 34 24 brandusersm  07-Apr-2021 22:26815 @
pload2 Consent s@gmail.com

Template
NewDigitaly Retail TourGroup 34 34 0 brandusersm  07-Apr-2021 22:14:01 @
ploadl Consent s@gmail.com

Template
newtour Retail Tour Group & 6 =) brandusersm 07-Apr-2021 21:55:42 @

\ Consent s@gmail com )

Sample downloaded file:

Insert Page Layout Formulas Data Review View ;) Tell me what you want to do
= % - + == » =5
D z Calibri - |11 A A == #/- "~ =¢¥Wrap Text General &
:@ - e S
Paste " B I U- =E == | EE SlMerge & Center ~ $ ~ % * | 3 9
Clipboard & Font P Alignment P Number F
L12 - S
_ A B {5 D E F G J
Bl SENDERID SUBMITTED SUCCESS FAILED
2 |AD-Bank 34 34 0
3 |AD-Cafe 34 34 0
4 |AD-Home 34 34 0
5_
6_
?_
\38 Y,

as



10.1.1 View Consents Upload Activity

Users can also download the ‘Download Details’ report by clicking the ‘File’ icon under the action tab. The
‘Download Details’ report provides details on the Consents Upload activity for the MSISDNs where consent
upload has failed. The report provides the failure reason only for the failed MSISDNs along with Sender ID
on which the consents failed to upload. The file will be exported as a download file to the User.

w Dashboard Sender 1D Consent Templates m Manage Users Brand User @ ~
)
Consents Upload + ADD

Reference Name Consent Template Created By Status

Reference Name entTemplate v *  Completed . [@ oowniese

Reference  Consent

Name Template Sender ID Group Submitted Processed Failed Created By Requested Date Status Action
newtourl AD-Walk A% AD-Walk A% - [ 6 5 prangusersm 07-Apr-2021 234359
Template s@gmail com
NewDigitalu AD-Walk A% AD-Walk A% -- 4 34 0 prangusersm 07-Apr-2021 23:1323
pload4 Tempiate sggmail com
NewDigitalu Retail - Tour Groyp 34 34 0 prandusersm  07-Apr-2021 23.04 32
pload3 Consent s@gmail com
Template
NewDigitalu Retail - Tour Groyp 34 34 24 brandusersm  07-Apr-2021 222815 m ® N8
pload2 Consent s@gmail com
Template
NewDigitalU Retail . Tour Groyn 34 34 0 brandusersm  07-Apr-2021 2211401 m ® K 8
ploadl Consent s@gmail com
Template )

Sample downloaded file as below. In the below example, the ‘Consents Upload” activity was done using a
Group with multiple Sender IDs tagged to the Group. Where the consent upload has failed for the

mentioned MSISDN, the column under the specific Sender ID will show the specific error code as the reason
of consent upload failure. In case the column value is empty, the consent upload was successful against the
specific Sender ID.

Only in case of ‘Analog’ type consent, if the evidence file does not contain the scanned document against a
MSISDN, the column "VALID' will contain error code: ‘Evidence_File_Not_Found’ and consent upload against
all Sender IDs will fail hence no further error codes will be shown under Sender ID columns as shown below.

512161868218416685_details - Excel

Insert Page Layout Formulas Data Review View Q Tell me what you want to do..

= % = o T 14—
\ Calibri 11 A A === ®- - EPWmapText General - Z] 9 €= =X
gy - (2 S e B B W E &35
Paste e B I U-|iHH-|&-~ A' === &€= Merge&Center ~ | $-% 9 |92 Conditignal Formatas Cell Insert Delete Format
= Formatting ~ Table ~ Styles ~ = = =
Clipboard Font r. Alignment 1 Number 1 Styles Cells
115 - f
| A | B | £ | D L E | F | G | H J
1 |MSISDN VALID AD-Money AD-Bank AD-Home
2 971552000000 Y INVALID_CONSENT
3 | 971552000055 Y SENDERID_NOT_ACTIVE
4 | 971552000003 Y DUPLICATE_CONSENT
5 971552000004 N-EVIDENCE_FILE_NOT_FOUND
\6 = J/

a6



10.1.2 Understanding Consent Upload Error Codes

Following are the error codes and their explanation in case of a consent upload failures:

DUPLICATE_CONSENT: System will return this error in case there is an existing consent for the same
Sender ID against a particular MSISDN

INVALID_CONSENT: System will return this error code in case an already revoked consent is being
uploaded again i.e. the consent date is older than the consent revoke date.

SENDERID_NOT_ACTIVE: System will this return error code in case the Sender ID was disabled by the

telecom operator

EVIDENCE_FILE_NOT_FOUND: System will return this error code in case the file name of the scanned
document in the CSV file does not match with file name available in the Evidence file (ZIP) or no scanned
document is found against the MSISDN in the Evidence file (ZIP). This error code will only be returned for
‘Analog’ type of ‘Consent Upload” activity.

Formulas

512161868218416685_details - Excel

Data Review View

Insert Page Layout

Q Tell me what you want to do...

L —]

-9 5L o I [mm] (mm]
i - AN == S g~ o - | 4 4 €m oXx
D B - Calibri 1 A A = o/ EF Wrap Text General 1_,- o 2| B = jlj‘ :
Paste B I U- W+ b-A- === &3= Merge&Center - $-% 9 | 9N Conditional Formatas Cell Insert Delete Format
- - o = o - Formatting~ Table~ Styles~ - v -
Clipboard Font Alignment [ Number 51 Styles Cells
115 - S
A , B | C D E F G H
1 |MSISDN VALID AD-Money AD-Bank AD-Home
2 971552000000 Y INVALID_CONSENT
3 | 971552000055 Y SENDERID_NOT_ACTIVE
4 | 971552000003 Y DUPLICATE_CONSENT
5 971552000004 N-EVIDENCE_FILE_NOT_FOUND
\6 _/

In the above example:

Against 97155200000, consent upload was successful for Sender IDs: AD-Money and AD-Home however
consent upload failed for AD-Bank as a previous consent against AD-Bank was revoked and the User was
uploading the consent with the old consent date.

Against 971552000055, consent upload was successful for Sender IDs: AD-Money and AD-Bank however
consent upload failed for AD-Home as the Sender ID was disabled by the telecom operator at the time of
consent upload activity.

Against 971552000003, consent upload was successful for Sender IDs: AD-Bank and AD-Home however
consent upload failed for AD-Money as the consent already exists against this subscriber for the mentioned
Sender ID.

Against 971552000004, consent upload failed for all Sender IDs since no file name was found in the
Evidence file (ZIP). Only the "VALID' column will reflect the error code in case of ‘Analog’ type of consent
upload activity.
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10.1.3 Creating Consents Upload Activity

This module allows Admin and Normal Users to create new Consents Upload request by submitting CSV
files against a Sender ID or Group.

Applicable to:

e Admin User
¢ Normal User

Module Functionalities:

Enables User to upload consent information against a Sender ID or Group.

Enables User to upload consent in form of Analog or Digital type consent information.
Enables User to select a consent template against a Sender ID or a Group.

Enables User to upload a single CSV file for the Digital consent type.

Enables User to upload CSV file and ZIP Evidence file for the Analog consent type.

Enables email notification to User after consent uploading activity is successfully completed.
Provides CSV sample file to be downloaded from the portal for each consent type.

NowswN 2

Business Rules:

For Analog consent type:

Users can upload CSV file with below details:

‘MSISDN’ column value starting with “971” with a max 12 digit length.

‘Date of consent’ column value with "YYYY-MM-DD" format.

‘File name’ column value with name of the scanned document for each MSISDN.

The size of the CSV file can be 2 MB maximum and Evidence file (ZIP) can be 50 MB maximum.
Evidence file (ZIP) can only contain scanned document in PDF or JPG/JPEG format.

Evidence file (ZIP) must contain at least 1 scanned document.

Evidence file (ZIP) can only be in format of ZIP.

For each MSISDN in CSV file, a corresponding scanned document to be available in Evidence file.

The file name of the scanned document in CSV file and Evidence file (ZIP) are case sensitive and
must match to successfully upload the consent.

NoupswNo oo 2

For Digital consent type:

1. User can upload CSV file with below details:

a. 'MSISDN' column values starting with 971" with a max 12 digit length.

b. '‘DATE-TIME OF CONSENT' column value with “YYYY-MM-DD HH:MM:SS" format.
c. 'CHANNEL' column value with “Web" or “"App".
d

‘CHANNEL VALUE' column value with name of website or mobile application with maximum
length 50 characters.

e. 'DIGITAL ID' column value with system generated unique ID as evidence of mobile subscriber
consent with maximum 500 characters.

2. The size of the CSV file can be 2 MB maximum.




10.1.3 Creating Consents Upload Activity

To create a new Consents Upload activity, the User will click on "“+ADD" button on the Consents Upload
screen.

4 N

@ Dashboard Sender 1D Consent Templates m Manage Users Brand User @ ~

Consents Upload

Reference Name Consent Template Created By Status

Reference Name hd Consent Template A Created By b Pending hd m

Reference  Consent
Name Template Sender 1D Group Submitted Processed Failed Created By Requested Date Status Action

- J

Once the "+ADD" button is clicked, the User will be directed to the following menu screen. The User will need
to perform the following actions to initiate the activity:

e Insert a reference name in the ‘Reference Name' field

e Choose Sender ID or Group option against which the Consent Uploads are required

¢ Select an active Sender ID or Group against which the Consent Uploads are required

¢ Select an active Consent Template associated with the Sender ID or Group

¢ Choose the Consent Type i.e. Analog or Digital

e Upload the CSV and the Evidence File (ZIP) and click "SAVE" button to complete the activity

( A
@] Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~
Consents Upload
Reference Name Analog Consents

Download sample file &

[ + Upload File (CSV) ]

[ + Upload Evidence File (Zip)]

® scnderic O Growp

)

Choose one from below]

SenderiD -

Consent Template -

CANCEL SAVE

® Analog O pigital

)

Note: 1. MSISDN should start with 971 and should be 12 digits.
2. Date column should be in this “YYYY-DD-MM" format.
3. File name column
4. CSV File size should not exceed more than 2 MB
5. ZIP File size should not exceed more than 50 MB
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10.1.4 Consents Upload by Analog Type

The Consents Upload activity by Analog type is done when consent information evidence against any
mobile subscriber is available in form of a scanned document with signature e.q. signing of an application
form the by mobile subscriber. User will be required to upload the scanned document as evidence on

the system.

Once the User creates a new Consents Upload activity to upload consents for Analog type, User will be
required to perform following steps:

Insert a reference name in the ‘Reference Name' field.

Choose Sender ID or Group option against which the Consents Upload is required.
Select an active Sender ID or Group against which the Consents Upload is required.
Select an active Consent Template associated with the Sender ID or Group.

Choose the Consent Type as Analog.

Upload the CSV and the Evidence File (ZIP).

Click "SAVE" button to complete the activity.

NouvswN 2

(3

Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~

Consents Upload

Reference Name

EatWellConsents Analog Consents

Download sample file &

Choose one from below @

@ senderin O Group % Remove Ad-Eat Well Consent CSV File csv
AD-Eat Well i n .............
EatWell Template xw

Consent Types CANCEL SAVE

® Analog O pigital

Note: 1. MSISDN should start with 971 and should be 12 digits.
2. Date column should be in this “YYYY-DD-MM" format.
3. File name column
4. CSV File size should not exceed more than 2 MB
5. ZIP File size should not exceed more than 50 MB

- J

User must prepare the CSV file given the provided business rules as shown above in the menu screen. User
can also click "Download sample file” icon in the above screen to download a CSV sample file to fill in the
consent information. In case of use of incorrect format, the CSV file will not be uploaded.
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10.1.5 Consents Upload by Digital Type

The Consents Upload activity by Digital type is done when consent information evidence against any mobile
subscriber is available in any form of digital evidence i.e. the mobile subscriber has not physically signed

any application form however subscribed to receive promotional SMS by subscribing to any of the digital
channels such as a mobile application or website membership. User will be required to upload only CSV file
containing all the evidence in digital form on the system.

Once the User creates a new Consents Upload activity, to upload consents for 'Digital’ type User will be
required to perform following steps:

Insert a reference name in the ‘Reference Name’ field.

Choose Sender ID or Group option against which the Consents Upload are required.
Select an active Sender ID or Group against which the Consents Upload are required.
Select an active Consent Template associated with the Sender ID or Group.

Choose the Consent Type as ‘Digital’.

Upload the CSV file.

Click "SAVE" button to complete the activity.

Nouaswn e

(3

Dashboard Sender 1D Consent Templates m Manage Users Brand User @ ~

Consents Upload

Reference Name
EatwellDigital Digital

Download sample file &

Choose one from below @

x Remove AD-Eat Well Digital CSV.csv o
CANCEL SAVE

® senderic O Growp

[AD-Eat Well X v

Eatlell Template x v

Consent Types
O Analog . Digital

Note: 1. MSISDN should start with 971 and should be 12 digits.
2. Date column should be in “YYYY-DD-MM HH:MM:SS" format.
3. Channel column should be Web/App - Case insensitive field
4. Channel value column can have maximum of 50 characters
5. Digital ID column can have maximum of 500 characters
6. CSV File size should not exceed more than 2 MB

\_ J

User must prepare the CSV file given the provided business rules as shown above in the menu screen. User
can also click "Download sample file” icon in the above screen to download a CSV sample file to fill in the
consent information. In case of use of incorrect format, the CSV file will not be uploaded.
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10.1.6 Creating Consents Upload Activity

Once the User clicks the “"Save” button and all document uploads have been accepted, the activity will be
successfully submitted to the system and the User will be directed to activity log screen. The status of the
upload activity will appear ‘Pending’ under the status tab.

@ Dashboard Sender 1D Consent Templates Manage Users

Consent uploaded successfully X
+ ADD

4 )

Brand User @ ~

Consents Upload

.

Reference Mame Consent Template Created By Status

Reference Name v Consent Template v Created By - Pending -
Reference  Consent

Name Template Sender 1D Group Submitted Processed Failed Created By Requested Date Status Action
EatWellCons Eatwell AD-Eat Well 6 0 0 brandusersm 09-Apr-2021 13:43:28 @

ents Template s@gmail.com

J

Once the upload activity starts to update to the system, the activity log status will change from ‘Pending’ to
‘In progress’ status. One all the consents have been successfully updated in the system, then the activity log
status will be changed to ‘Completed’ as show below: At any stage User can view the status details by

clicking the “Eye” icon under the ‘Action’ tab. To check the ‘Consents Upload’ activity results, User can click
the “"Download Details” or "Download Summary” file icon under the ‘Action’ tab.

At any point of time, if the User wishes to see the current status of any activity, the User can insert the
activity reference name in the ‘Reference Name' field then choose between different statuses and click
search to find the updated status as shown below:

@ Dashboard Sender 1D Consent Templates m Manage Users Brand User @ ~
Consents Upload + ADD
Reference Name Consent Template Created By Status
EatWellConsents x v Consent Template . Created By v Completed hd
Reference  Consent
Name Template Sender 1D Group Submitted Processed Failed Created By Requested Date Status Action
EatwellCons Eatwell AD-Eat Well 3 5 6 brandusersm 09-Apr-2021 13:43:28 @
ents Template s@gmail.com
- J
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10.1.7 Preparing CSV Files Format

The CSV files for ‘Analog’ or ‘Digital” uploads must be prepared in accordance with the business rules
mentioned. Any wrong format will result in the CSV file to be rejected.

For Analog CSV File:

In case User is using Microsoft Excel to prepare for the CSV file, the User must follow the following business
rules for CSV File Columns and Values:

1. 'MSISDN’ column value starting with “971” with a max 12 digit length

2. ‘Date of consent’ column value with “YYYY-MM-DD" format.

3. 'File name’ column value as the name of the scanned document in evidence file for each MSISDN
q

For each MSISDN entry in CSV file, Evidence file (ZIP) must contain corresponding scanned
document else the consent upload for the particular MSDISN will fail. The file names of the scanned
document in CSV file and Evidence file (ZIP) must match and are case sensitive.

The size of the CSV file can be 2 MB maximum

6. Thefirst line of the file is the header and must be retained as is. The header values are case sensitive
hence must be used in the CSV with same sentence case as mentioned in below sample:

V1

MSISDN Date of consent File name

971559512233 20201212 scan971559512233.PDF

Refer table below for detailed rules:

Column Value ‘ Format | Field Properties
MSISDN Q7 TXXXXXXXXX 12-digit mobile number with country code starting with 971 only
Date of Consent YYYY-MM-DD Exact date format to be followed

File name must contain file extension name
: File name max length is 50 characters including extension name
i File name can also be mobile number starting with 971 only

File name Filename.ext P ) . )
: : File name can be alphanumeric however cannot contain any Special Characters
: i except ".” (DOT), *_" (underscore), “-" (hyphen) for file extension name
\_ i File names are case sensitive Y,

Sample CSV File for Analog Type:

Consent CSV File - Excel

Page Layout Formulas Data Review View Tell me what you want to do...
% : = = E EREY &x
Calib === &~ 1 - =’Wrap Text G | = e ¢ J €m==
B - alibri = %7 =¥ Wrap Te) enera r 2 = ==
Paste - B I U- === &3 E|Merge & Center - $ - % » | 2 Conditional Formatas Cell  Insert
Formatting - Table~ Styles~ =
Clipboard = Font 1 Alignment 1 Number 1 Styles
P14 - N
A ] B 1 C 1 D 1 E 1 F 1 G 1 H 1 1 J 1 K 1
1] MSISDN Date of consent File name
2 | 971552345678 2020-12-24 971552345678.jpg
3 | 971562345678 2020-12-23 971562345678.jpg
4_
5 N
6_
7_
8_
- J
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10.1.7 Preparing CSV Files Format

Date Field Formatting for Analog Type:

User can use the following instructions to format the date column. The date format has to be defined as a
“"Custom” format by right clicking “Column B"” and selecting “Format Cells” property. Under Category select
"Custom” and insert “"YYYY-MM-DD" under type: label as shown in blue highlighted box below.

Click ‘Ok’ to save.

BE o = Consent CS

Insert Formulas Data Review View

; Tell me what you want to do...

Page Layout

ss % — (] o =31 2
Calibri -l <A === |®- - EPWapTex Cust r 4 4 €= BX
DE‘@v alibri A B | 77 E¥ Wrap Te) ustom r i - 0 = Iil E|
Paste B I U-|iHi-|d-A-l===|eE= Merge & Center = | $ - % * | %3 0 Conditional Formatas Cell = Insert Delete Format o
- - o — - - " Formatting -~ Table~ Styles~ - - - 5
Clipboard = Font 1 Alignment [F] Number 1 Styles Cells
B2 - S | 12/23/2020
A B (e | D E | F | G H | | J K | L | M
1 971552345678 2020-12-24 971552345678.jpg
2 971562345678' 2020—12—23_'971562345678.jpg
3 —
4 | Format Cells 2 X
5 —
6 B Number Alignment Font Border Fill Protection
A Lategory:
8 | General Sample
2 Number 2020-12-23
10 Currency
— Accounting Type:
11 | Date '—Ij
12 Time YYYY-MM-DD)|
_‘3‘ Percentage [hl:mmiss ~
2 Fraction (% # 20, (% (£ 220)_(3* " )(@)
14 Scientific {0, (" @ aE0)_( (@)
1 5_ Text (8" ##20.00;_(8* (###0.00);,_(§* "-"77), (@)
1 Special _(* #3##0.00);_(* (###0.00),_(* "-"77) (@)
16 | h [5-en-US]dddd, mmmm dd, yyyy
17 Yyyy-mm-dd
"\8_ [$-en-USTh:mm:ss AM/PM
— 0.0000E+00
19 _(* #£#20,00,_" (FAH0.0)_(" "-720(@)
20_ (" #EFRO (" (FFE0)_(V 7 (@) bt
21 3 Delete
22
23_ Type the number format code, using one of the existing codes as a starting point.
24 |
25
26 |
2
] cace
28 |
& | J

CSV Validation:

To validate if the format has been correctly saved, open the CSV file as a Notepad file. The notepad format
should appear as follows. In case any other format is appearing, User must correct the format prior to
uploading.

(s
_| Consent CSV File - Notepad

File Edit Format View Help

MSISDN,Date of consent,File name
971552345678,2020-12-24,971552345678. jpg
971562345678,2020-12-23,971562345678. jpg
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10.1.7 Preparing CSV Files Format

For Digital CSV File:

In case User is using Microsoft Excel to prepare for the CSV file, the User must follow the following business
rules for CSV File Columns and Values:

1. 'MSISDN’ column values starting with “971" with a max 12 digit length.

2. 'DATE-TIME OF CONSENT' column value with “YYYY-MM-DD HH:MM:SS" format.

3. 'CHANNEL' column value as “Web" or “App”.

4. 'CHANNEL VALUE' column value with name of website/mobile app with max length 50 characters.
5

‘DIGITAL ID" column value with system generated unique ID as evidence of mobile subscriber consent
with maximum 500 characters.

The size of the CSV file can be 2 MB maximum.

The first line of the file is the header and must be retained as is. The header values are case sensitive
hence must be used in the CSV with same sentence case as mentioned in below sample:

N o

MSISDN DATE-TIMEOF | - ANNEL | CHANNELVALUE DIGITAL ID

CONSENT

971559512233 2020-12-1213:12:59 Web i www.alpha.com alpha.com/12323/Userxxxxx2132327/3231

Refer table below for detailed rules:

Column Value ‘ Format Field Properties
Mobile Number Q7 TXXXXXXXXX : 12-digit mobile number with country code starting with 971 only
Date of Consent YYYY-MM-DD HH:MM:SS | Exact date format to be followed

This field explains which digital channel was used to acquire the con-
Digital Channel Type Web or App : sent.
Value can only be "Web" or “"App” and are case insensitive

URL Address/Social Plat- This field provides the name of the digital channel used to acquire the

Channel Value form Name or Application : consent. Max character length is 50 characters with all ascii characters
Name allowed.
- This field provides the evidence with the unique system ID generated
Digital ID System generated ID/ Log | by the system as part of acquiring consent. Email address can also be
and/or Email Address ¢ provided along with system ID as evidence.
\_ | Max character length is 500 characters with ascii characters allowed. )

Sample CSV File for Digital Type

sampleDigitalConsents - Excel

Page Layout Formulas Data Review View ; Tell me what you want to do...

=, % Calibri 11 A KT == - 1 - EPWrap Text General - e ] y €=
D = = = El p ‘0 ‘g =]
Paste - B I U- === |e& 3= Merge&Center o Gen o | A Condltlgnal Format as  Cell Insert
2 Formatting - Table - Styles~ =
Clipboard Font [ Alignment [ Number - Styles
N12 - i
A I B | C | D I E I F I
’\7 MSISDN DATE-TIME OF CONSENT CHANNEL CHANNEL VALUE DIGITAL ID
27 971552345600 2020-12-24 15:31:00 Web www.alpha.com www.alpha.com/user/971552345678/34342
37 971562345622 2020-12-23 12:00:00 App Beta Application www.beta.com/user/13323438user@gmail.com/34342
47
57
67
77
87
2 J
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10.1.7 Preparing CSV Files Format

Date Field Formatting for Digital Type:

User can use the following instructions to format the date column. The date format has to be defined as a
“"Custom” format by right clicking “Column B"” and selecting “Format Cells” property. Under Category select
"Custom” and insert “"YYYY-MM-DD HH:MM:SS" under type: label as shown in blue highlighted box below:
Click *Ok’ to save.

Consents - Exce

Data Review  View 2 Tell me what you want to do...

== % - - — - T =3 2
Calibri 11 AN == - - EPWapTex Custom - F 4 4 €= =X B
E]%- — St [#] =" =" H H I
Paste - B I U- ===|e= Merge & Center ~ $ + % » | S0 ™ Conditional Formatas Cell Insert Delete Format &
=2 Formatting = Table - Styles~ = = 52 =1
Clipboard = Font 5 Alignment [F] Number m Styles Cells
B1 22 fe DATE-TIME OF CONSENT
A B {8 | D | E | E G | H | ] | K | B
1 [MSISDN DATE-TIME OF CONSENT |[CHANNEL CHANNEL VALUE DIGITAL ID
2 971552345600 2020-12-24 15:31:00|Web www.alpha.com www.alpha.com/user/971552345678/34342
z 971562345622 2020-12-23 12:00:00 |App Beta Application www.beta.com/user/13323438user@gmail.com/34342
4
5
Format Cells ? X
6
i Mumber Alignment Font Border Fill Protection
8
g Category:
10 General Sample
P El::::necl;r DATE-TIME OF CONSENT
12 Accounting Type:
Date
13 o YVYY-MM-DD HH:MM:SS|
14 Percentage m/dsyyyy himm ~
15 Fraction mm:ss
Scientific mm;ss.0
16 Text @
7 Special [h]:mm:ss
m (5% #2250 (8% (52505 (5 ' )(@)
18 R0 ) ( (A0 (@)
19 _($* # 3##£0.00);_($* (# ##0.00)_($* "-"?7)._(@)
20 _[* ##£0,00);_(* (#,#£0.00),_(* "2 (@)
0.0
21 yyyy-mm-dd hh:mm:ss v
22 Delete
23
24 Type the number format code, using one of the existing codes as a starting point.
25
26
27
28
& »,

CSV Validation:

To validate if the format has been correctly saved, open the CSV file as a Notepad file. The notepad format
should appear as follows. In case any other format is appearing, User must correct the format prior to
uploading.

(s
_ | sampleDigitalConsents - Notepad )

File Edit Format View Help

hSISDN,DATE—TIME OF CONSENT,CHANNEL,CHANNEL VALUE,DIGITAL ID

97155234560@,2020-12-24 15:31:00,Web,www.alpha.com,www.alpha.com/user/971552345678/34342
971562345622,2020-12-23 12:00:00,App,Beta Application,www.beta.com/user/13323438userf@gmail.com/34342
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10.1.8 QRCode Consents Uploads by Digital Type

Consents acquired via QR Code scanning will be directly uploaded in the system. In case of loss of consent
data acquired via QR Code e.q. revocation by mistake or deletion of sender ID by mistake all consent

data will be revoked against a particular sender ID. Such consent data cannot be reinstated in the system
however the Portal provides consent data download functionality via “"Consent Downloads” (refer to Section
11. Consent Downloads). In case User has previously downloaded QR Code consent data, such data can

be uploaded again to the portal via use of Consent Upload by Digital Type. Manual re-upload of QR Code
consents via Consent Upload by Digital Type activity will only be considered as “Digital Type" of consents
and will no more be considered "QR Code Type" of consents anymore.

In case User is manually uploading QR Code consent data using Consent Upload by Digital Type, the User
will follow the same steps and use the same Digital CSV file format with the following fields:

‘MSISDN’ column values starting with “971" with a max 12 digit length.

‘DATE-TIME OF CONSENT’ column value with “"YYYY-MM-DD HH:MM:SS” format.

‘CHANNEL' column value as "QRCode”.

‘CHANNEL VALUE' column value with QR Code Template ID with max length 50 characters.
'DIGITAL ID" column value with First and Last Name with OTP value with maximum 500 characters.
The size of the CSV file can be 2 MB maximum.

The first line of the file is the header and must be retained as is. The header values are case sensitive
hence must be used in the CSV with same sentence case as mentioned in below sample:

Nouaswn e

DATE-TIME OF
MSISDN CONSENT CHANNEL CHANNEL VALUE DIGITAL ID

971559512233 2020-121213:12:59 QRCode 1209167536527 John Doe|OTP = 941468

Refer table below for detailed rules:

Column Value ‘ Format ‘ Field Properties

Mobile Number Q7 IXXXXXXXXX | 12-digit mobile number with country code starting with 971 only
T DateofConsent  YYWY-MMDDHHMMSS  Exact dateformat tobefollowed
.......... C hannelvalue e Template IDNumber s S”Raggldcehzféncselfge |D Max numberlengtms 50 Charactersthh e

. This field provides first and last name with OTP value captured at the
- time of QR Code Scanning
- Max character length is 500 characters with )

First Name Last Name |
OTP =123456 value

Digital ID
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10.1.8 QRCode Consents Uploads by Digital Type

How to differentiate if an upload consent was done directly via QR Code scanning or manual upload via
Consent Upload by Digital Type?

In case of QR Code consent data is manually uploaded via Consent Upload by Digital Type, the uploaded
consent in the portal will reflect Consent Type: "Digital” while Channel: "QRCODE" as shown below.

( A
lw Dashboard Sender ID Consent Templates Manage Users Brand User 5. @~

Consents Search
MEISDN SenderlD —
971551000221 ConderiD Q Search [@ Dewnioad
MSISON Sender ID Consent Type Registered Date  Revoke Date SIanrs Chanmed Digival ID Action
971551000221 AD-TestBank Digital 2022-24-05 - Active QROODE Jobn Doe|0TP = @
11:31:45 941468

Showing 1 ta 1 of 1 entries ' Nex

- J

In case the uploaded consent was uploaded directly via QR Code Scanning, the uploaded consent in the
portal will reflect Consent Type: "QR Code"” while Channel: "QRCODE" as shown below.

|¢ Dashboard Sender 1D Consent Templates m Manage Users Brand User S @~

Consents Search

MSISON SenderlD

971551000221 SenderiD - m @ Download

MSISDN sender 1D Consent Type Registered Date  Revoke Date SIatus Channel Digital 1D Action
971551000221  AD-TestBank Digital 2022-24-05 - Active QRCODE John Doe|0TP = L
11:31:45 941468

Showing 1 to 1 of 1 entries ous Mex

- J

The different value in Consent Type parameter will differentiate if the consent was uploaded via QR Code
scanning or via Consent Upload via Digital Type.
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10.2 Consents Revoke

This module allows Users to view information on all Consents Revoke activities done by the User.

Applicable to:

e Admin User
e Normal User
e Reporting User

Module Functionalities:

Enables User to filter revoke activity logs by reference name, created by and status filters.
Enables User to download the list of Consents Revoke activity logs.

Enables User to view the summary results of Consents Revoke activity.

Enables User to download the list of MSISDN for any of the Consents Revoke activity.

Enables admin and normal Users to create new Consents Revoke activities.

Enable User to download the list of tagged Sender IDs under a Group used for the revoke activity.

ov s wN 2

Business Rules:

1. All Users can view details for Consents Revoke activity logs.

2. Admin and Normal Users are only allowed to create new Consents Revoke activities.

3. User will be able to view each request as a separate row.

4. Activity logs of any one status will be show at any one point of time.

5. Activity status: ‘Pending’ means that Consents Revoke activity has been submitted to the system.
6. Activity status: ‘In progress’ means that consents are in the process of revoke on the system.
7. Activity status: ‘Completed” means that Consents Revoke activity is successfully completed.
8. Activity status: ‘Cancelled” means that the revoke activity failed due to system issue.

9.  Admin User will receive email notification once the status is completed.

10. User is able to view details of consents by clicking on the “"EYE" icon under ‘Action’ tab.

11. User can download the list of MSISDN's upon clicking on the submitted column hyperlink.

12. User can download the list of Sender IDs tagged to a Group by clicking on the Group column

hyperlink.

@ Dashboard Sender 1D Consent Templates m Manage Users Brand User @ ~
Consents Revoke + ADD
Reference Name Created By (Stalui
Reference Name v Created By v Completed X a

Reference  Reference Pending
D Name Sender 1D Group Submitted Processed Fa bmjitted Date Status Action
Inprogress
521161782 revoke3 = Tour Group 34 34 10 Cancelled -Apr-2021 22:50:03 Complatad @
140262562
Completed
521161782 revokezZ AD-Cafe = 34 34 Q brandusersm U7jpr72021 22:4443 Complatad @
108327808 TR Com
521161782 revokel AD-Books - 34 34 0 brandusersm 07-Apr-2021 22:41:27 complated RS
088743293 s@gmail.com
- — J
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10.2.1 View Consents Revoke Activity

To view the consent revoke activity summary, click on the “"Eye” icon under the ‘Action’ tab.

4 )\

Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~
Consents Revoke + ADD

Reference Mame Created By Status

Reference Name v Created By ~ Completed xv

Reference  Reference

D Name Sender 1D Group Submitted Processed Failed Created By Submitted Date Status Action
521161782 revoke3 = Jour Group 34 34 0 brandusersm 07-Apr-2021 22:50:03 @
140262562 s@gmail.com m
521161782 revokez AD-Cafe = 34 34 0 brandusersm 07-Apr-2021 22:44:43 compiatd RS
108327808 s@gmail.com

521161782 revokel AD-Books - 34 34 0 brandusersm 07-Apr-2021 22:41:27 @
088743293 s@gmail.com

Showing 1 to 3 of 3 entries Previous Next

Once the “Eye” icon is clicked, the following summary page is displayed. The User can review the Consents
Revoke activity details including the count of total MSISDNs submitted, the total count of MSISDNs
processed and the failed count. Also information on the status of the activity and activity start and end time
is shown.

Reference ID: 521161782140262562
Reference Name: revoke3

Sender ID: *

Group Name: Tour Group

Submitted Count: 34

Processed Count: 34

Failed Count: 0

Requested Date: 07-Apr-2021 22:50:03

Process Start Date: 07-Apr-2021 22:50:36

Process Completed Date: 07-Apr-2021 22:50:43

Status:
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10.2.1 View Consents Revoke Activity

To download the Consents Revoke activity CSV file for each row, the User can click on the on the hyperlink
under the ‘Submitted’ column tab. The CSV will be available as a download file to the User.

e ™

@ Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~
Consents Revoke

Reference Mame Created By Status

Reference Name v Created By ~ Completed xv

Reference  Reference

1D Name Sender 1D Group Submitted Processed Failed Created By Submitted Date Status Action
521161782 revoke3 = Jour Group 34 34 0 brandusersm 07-Apr-2021 22:50:03 Complatad @
140262562 s@gmail.com

521161782 revokez AD-Cafe = 34 34 0 brandusersm 07-Apr-2021 22:44:43 m @
108327808 s@gmail.com

521161782 revokel AD-Books - 34 34 0 brandusersm 07-Apr-2021 22:41:27 compiatad RS
088743293 s@gmail.com

Showing 1 to 3 of 3 entries Previous Next

Sample downloaded file:

521161782140262562 - Excel

Page Layout Formulas Data Review  View Q Tell me what you want to do...

=~ : = XA Classification @He
- = - 4 4 € =74 Y
10 = Wrap Text General o o |==] = EI m . 7 p I Top Secret

Merge & Center = $ - % * % 0 Conditional Formatas Cell Insert Delete Format Sort & Find & .
Formatting - Table~ Styles - = = = “=" Filter - Select - gible
clipboard & Font 5 Alignment 5 Number & Styles cells Editing Classif|

&
‘

il
i

wis - fe

A

| MSISDN

971552000000
971552000001
971552000002
971552000003
971552000004
971552000005
| 971552000006
9 | 971552000007
10 971552000008
11 971552000009
12 971552000010
13 971552000011
14 971552000012
15| 971552000013
16 971552000014
17 971552000015
18 971552000016
19 971552000017
20 971552000018
21 971552000019
22 971552000020

23 971552000021
Q715520000° )

|eo |~ o |wn | |w na|=
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10.2.2 Create Consents Revoke Activity

This module allows admin and normal Users to create new Consents Revoke request by
submitting a CSV file against a Sender ID or Group.

Applicable to:

e Admin User
¢ Normal User

Module Functionalities:

1. Enables User to revoke consents against a Sender ID or Group.
2. Enables User to upload CSV file containing list of MSISDNSs.
3. Enables User to download a sample CSV file.

Business Rules:

1. Only Admin and Normal Users can create a Consents Revoke activity.

2. The CSV file can only contain list of MSISDNs starting with “971"” with max 12 digit
length.

3. The maximum size of CSV file can only be 2 MB.
4. Consents Revoke can only be done for Sender IDs in ‘Active’ or ‘Suspended’ states.

5. Admin and Normal User receives an email notification after revoke request is
completed.

6. The ‘Reference Name'’ field minimum length of 4 characters and a maximum length
of 20 characters.

7. Once a consent is revoked from system, promotional SMS cannot be sent to the
mobile subscriber against whom consent has been revoked.

.S

==
=22 ~
z== o2
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10.2.2 Create Consents Revoke Activity

To create a new Consents Revoke activity, the User will click on "“+ADD" button on the Consents Revoke
screen.

s

@ Dashboard Sender 1D Consent Templates m Manage Users Brand User @ ~

Consents Revoke

Reference Name Created By Status

Reference Name b Created By b Pending x v m

Reference  Reference

D Name Sender 1D Group Submitted Processed Failed Created By Submitted Date Status

Action

Showing 0 to O of O entries

- J

Once the "+ADD" button is clicked, the User will be directed to the following menu screen. The User will need
to perform the following actions to initiate the activity:

1. Insert a reference name in the ‘Reference Name' field

2. Choose Sender ID or Group option against which the consents need to be revoked
3. Select an active Sender ID or Group against which the consent uploads are required
a
5

Upload the CSV file containing the list of MSISDNs
Click "SAVE" button to complete the activity

4 D
@ Dashboard Sender 1D Consent Templates m Manage Users Brand User @ ~
Consents Revoke
Reference Name
RevokeADBank Download sample file &
Choose one from below x Remove Revoke AD-Bank Consent.csv G
9. Sender ID O Group ’
BADrBank i CANCEL SAVE B
Note: 1. MSISDN should start with 971 and should be 12 digits.
2. File size should not exceed more than 2 MB
o J
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10.2.2 Create Consents Revoke Activity

User must prepare the CSV file given the provided business rules as shown above in the menu screen User
can also click "Download sample file” icon in the above screen to download a CSV sample file to fill in the
MSISDN list. In case of use of incorrect format, the CSV file will not be uploaded.

Sample Consent Revoke CSV File:

522161798276723854 - Excel m G

Formulas Data Review View  Q Tell me whatyou want to do. AliQazi £ Share

pre= _—
&D(—}s Calibri -1 - KA - 0 - EPWrapText General - @ g!‘ (E-E'EE' Ex B z- ’%Y p Classification () Help (@ Select o
pase 2 o | e I == - $-9% > < o Conditional Formatas Cell  Insert Delete Format &- Sort& Find & [ epeemt| ot Jeammalimes Share This Webex
e BIU- = - Slibgeai : U e e Snee| = 5 o |2 Aemeee | Filew -
Clipboard Font & Alignment 5 Number = Styles Cells Editing Classify and Secure & Webex ~
Q17 - f i
A | 8 | e | o | E | FE | 6 | H J Lk [ v | M | N | o [ p G R | s [ T [ U | v | M4
1 |msison
2| 971552000000
3| 971552000001
4| 971552000002
5 | 971552000003
6 | 971552000004
7| 971552000008
8 | 971552000006
9 | 971552000007
10| 971552000008
11| 971552000009
12| 971552000010
13| 971552000011

14| 971552000012

15| 971552000013

16 971552000014

17 971552000015 1
18 | 971552000016

19 | 971552000017

20 971552000018

21| 971552000019
22| 971552000020
23| 971552000021

24 | 971552000022
25 | 971552000023
26 971552000024
27 971552000025
28 | 971552000026
29 | 971552000027
30 971557000078

522161798276723854 @ < »

ey 2 R 1 + 1005/

Once User click "SAVE" button and the CSV file has been accepted, the activity will be successfully
submitted to the system and the User will be directed to the activity log screen. The status of the revoke
activity will appear ‘Pending’ under the 'Status’ tab.

. p

@ Dashboard Sender 1D Consent Templates Manage Users Brand User @ =
Consents Revoke + ADD

Reference Mame Created By Status

Reference Name = Created By x Pending xv

Reference  Reference
1D Name Sender 1D Group Submitted Processed Failed Created By Submitted Date Status Action

522161798 RevokeADBa AD-Bank e 34 0 0 brandusersm 09-Apr-2021 19:39:27 @
276723854 nk s@gmail.com
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10.2.2 Create Consents Revoke Activity

Once the revoke activity starts to update to the system, the activity log status will change from ‘Pending’
to 'In progress’ status. One all the consents have been successfully revoked in the system, then the activity
log status will be changed to ‘Completed’ as show below. At any stage User can view the status details by
clicking the “Eye” icon under the ‘Action’ tab.

At any point of time, if the User wishes to see the current status of any activity, the User can insert the
activity reference name in the ‘Reference Name' field then choose between different statuses and click
search to find the updated status as shown below:

4 )

@ Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~

Consents Revoke

Reference Mame Created By Status
Reference Name v Created By v Completed x v

Reference  Reference

1D Name Sender 1D Group Submitted Processed Failed Created By Submitted Date Status Action

522161798 RevokeADBa AD-Bank = 34 34 0 brandusersm  09-Apr-2021 19:39.27 @

276723854 nk s@gmail.com

522161797 RevokeADW AD-WalkA% -- 34 34 0 brandusersm 09-Apr-2021 18:50:41 Complatad @

984107268 alk s@gmail.com

521161782 revoke3 - Tour Group 34 34 0 brandusersm 07-Apr-2021 22:50:03 Complatad @

140262562 s@gmail.com

521161782 revoke2 AD-Cafe £ 34 34 0 brandusersm  07-Apr-2021 22:44:43 m @

108327808 s@gmail.com

521161782 revokel AD-Books  -- 34 34 0 brandusersm 07-Apr-2021 22:41:27 complated RS
\ 088743293 s@gmail.com
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1.

Search Consent

This module allows the Users to view all the consents and their evidence information stored against a mobile
subscriber and a Sender ID.

Applicable to:

Admin User
Normal User
Reporting User

Module Functionalities:

1.

2.

Enables User to view consent information and evidence against a mobile subscriber MSISDN and
Sender ID.

Enables User to download the consent information and associated evidence.

User can view all consent details including:

e MSISDN: (Mobile number of the customer).

e SENDER ID: (Sender ID the customer has subscribed).

e CONSENT TYPE: (Digital, Analog or QR Code).

e REGISTERED DATE: (Date & Time when consent was uploaded on the system).

e REVOKE DATE: (Date & Time in case the consent was revoked from the system).
e Status: (If consent is ‘Active’ or ‘Revoked’).

e CHANNEL: (WEB' or 'APP’ or ‘QRCODE’ value in case of ‘Digital’ type of consent).
* DIGITAL ID: (Digital ID provided by the User in the CSV as digital evidence).

e More information available by clicking "EYE" icon under ‘Action’ tab:

e CONSENT ID: (System ID of the stored consent).

e TEMPLATE ID: (System ID of the Consent Template).

e  TEMPLATE NAME: (Consent Template Name).

e KEYWORDS: (Keywords stored in the Consent Template).

e CONSENT DATE & TIME: (Timestamp of the customer subscribing to Sender ID).
¢ DIGITAL CHANNEL VALUE: (Name of Channel in case of ‘Digital’ consent.

e EVIDENCE FILE: (Scanned document as evidence in case of ‘Analog’ consent.

Business Rules:

S N N

All Users are able to view consent information of their customers.

Users can search consent information for their customers using their MSISDN and Sender ID.

In case consent is of ‘Analog’ type, then Channel, Digital Channel Value and Digital ID will be blank.
In case mobile subscriber consent is of ‘Digital’ or '‘QR Code’ type, then Evidence File will be blank.
In case mobile subscriber consent is in ‘Active’ status, then Revoke Date will be blank.

In case mobile subscriber Revoke Date is present, then subscriber consent is disabled in the system
however all consent related information will still be available for record purposes.

In case a consent was revoked and then uploaded again against the same customer, then the search
result will return multiple rows for the revoke and re-upload activities.
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11. Search Consent

To search consent against any mobile subscriber, the User will click "Search Consent” in the ‘Consents’
menu on the dashboard page as show below:

- )

(3 )
d} Dashboard Sender [0 Consent Templates Manage Users Brand User S @ =

Comsents Uplead

Consenis Revoke

s sk ez

Enterprize Consenis

SengeriD Comsent Downloads

MSISDN SenderiD v m J

Search Subscriber consents by msisdn or sender ID. The results will be shown here

- J

The User can then enter MSISDN or the Sender ID to search for a consent. In case only MSISDN is entered,
then the search result will return, consent information against all Sender IDs that a User has subscribed

to. In case the search is limited to a particular Sender ID, then the User can enter MSISDN and Sender ID
together to return consent information only for the specific Sender ID.

4 )

Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~

Consents Search

MSISDN
971552000012 Sender ID

Search Subscriber consents by msisdn or sender ID. The results will be shown here
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11. Search Consent

Once a User clicks “"Search”, the user will be able to review all consent records against the mobile subscriber.

Dashboard Sender 1D Consent Templates Manage Users Brand User @~
Consents Search
MSISDN
971552000012 Sender ID
MSISDN Sender ID Consent Type Registered Date  Revoke Date Status Channel Digital ID Action
971552000012 AD-Walk A% Digital 2021-04-07 2021-04-09 Revoked WEB www.beta.com @
231416 18:51:26 m/user/9715523
45678/34342
971552000012 AD-Home Digital 2021-04-07 Active WEB www.beta.{om @
23:05:16 m/user/971
45678/34342
971552000012 AD-Cafe Digital 2021-04-07 Active WEB www.beta.com @
23:05:16 m/user/9715523
45678/34342
971552000012 AD-Bank Digital 2021-04-07 2021-04-09 Revoked WEB www.beta.com @
23:05:16 18:39:59 m/user/9715523
45678/34342
971552000012 AD-Cafe Digital 2021-04-07 2021-04-07 Revoked WEB www.beta.com @
22:29:14 22:45:32 m/fuser/9715523
45678/34342
o J

By clicking the “"EYE" icon under the ‘Action’ tab, the customer can view more information and will be able to
down to the “Keywords" and the scanned document evidence in case of ‘Analog’ consent.

Note: Below sample is for a ‘Digital’ consent type with consent status as ‘Active’. The ‘Evidence File’ and

Revoke date is blank.

CONSENT ID:

MSISDN :

SENDER ID:

TEMPLATE ID:
TEMPLATE NAME:
KEYWORDS:

CONSENT TYPE:
CONSENT DATE & TIME:
REGISTERED DATE:
REVOKE DATE:
CHANNEL:

DIGITAL CHANNEL VALUE:
DIGITALID :

EVIDENCE FILE:

68

5111617822316009552
971552000012
AD-Home
1208161777813760433
Retail Consent Template
3

Digital
2020-12-24 15:31:00
2021-04-07 23:05:16

WEB
Beta Website
www.beta.com/user/971552345678/34342




11. Search Consent

Below is a sample of ‘Analog’ consent type with consent status as ‘Active’. To view more information and
download scanned document, the User can click on the "EYE" icon under the ‘Action’ tab.

4 N\
Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~
Consents Search
MSISDN
971562345678 Sender ID
MSISDN Sender ID Consent Type Registered Date  Revoke Date Status Channel Digital ID Action
971562345678  AD-Books Analog 2021-04-07 - Active - - @
21:52:12
971562345678  AD-Plane Analog 2021-04-07 - Active - - @
21:52:12
971562345678  AD-Health Analog 2021-04-07 = Active = = @
21:51:12
971562345678  AD-Eat Well Analog 2021-04-07 o Active == ] @
20:05:07
971562345678  AD-Eat Well Analog 2021-04-07 = Active = & @
20:04:07
Showing 1 to 5 of 5 entries Previous Next

The User can download the list of ‘Keywords’ and the scanned document by clicking on the download link
as shown in the below screen.

CONSENT ID: 5111617817932402589
MSISDN : 971562345678

SENDER ID: AD-Plane

TEMPLATE ID: 1208161777813760433

TEMPLATE NAME: Retail Opnsent Template
KEYWORDS: &
CONSENT TYPE: Analog

CONSENT DATE & TIME: 2020-12-23
REGISTERED DATE: 2021-04-07 21:52:12
REVOKE DATE: -

CHANNEL:

DIGITAL CHANNEL VALUE:

DIGITALID :
EVIDENCE FILE: 2
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12. Enterprise Consents

This module allows Users to view the summary count of total active consents against any Sender ID in
the system. The module provides separate count of ‘Analog’ and ‘Digital’ consents against the respective
Sender IDs.

Applicable to:

e Admin User
¢ Normal User
¢ Reporting User

Module Functionalities:

1. Enables User to search ‘Active’ status consent counts against a Sender ID
2. Enables User to download the count of ‘Analog’ and 'Digital’ consents for the respective Sender ID

3. Consent Type: '‘QR Code’ and Consent Type: 'Digital’ consents are collectively shown under ‘Digital’
consents in the report. In case of consents uploaded in the system via API, they will also reflect
collectively under 'Digital’ consents

To search the consent count details against any Sender ID, the User will click “Enterprise Consents” under
the ‘Consents’ menu on the dashboard page as show below:

& Dashboard Sender 1D Consent Templates m Manage Usgrs Brand User @ ~

Consents Upload

Consents Revoke

Enterprise Consents Search Consents

Enterprise Consents
seneerio w

Search Enterprise consents by sender ID. The results will be shown here




12. Enterprise Consents

The User can enter the specific Sender ID in the search box and click "Search” to get summary count details.

4 )

Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~

Enterprise Consents

Sender ID

Search Enterprise consents by sender ID. The results will be shown here

- J

Once the User clicks “Search”, the summary count of consents only in ‘Active’ status against the specific
Sender ID will be shown as below: User can click the "Download” button to download details.

4 )

@] Dashboard Sender 1D Consent Templates Manage Users Brand User @ ~

Enterprise Consents

Sender ID

Sender 1D Active Consents Analog Digital

AD-Eat Well 62 8 54
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13. Consents Downloads

This module allows the Users to download consent information for active consents stored against a mobile
subscriber and a Sender ID.

Applicable to:

e Admin User
¢ Normal User

Module Functionalities:

1. Enables User to generate a consent information download report against mobile subscriber MSISDN
and Sender IDs based on a single Sender ID selection, all Sender IDs or against any particular
Consent Upload activity.

2. Enables User to re-download the consent download reports generated in the past 24 hours.
3. Details included in the download file will be:

e MSISDN: (Mobile number of the customer).

e ACQUISITION DATE & TIME: (Timestamp of the customer subscribing to Sender ID).

e REGISTERATION DATE: (Date & Time when consent was uploaded on the system).

e  TEMPLATE NAME: (Consent Template Name).

e CONSENT TYPE: (Digital, Analog or QR Code type).

e SENDER ID: (Sender ID the customer has subscribed).

e CHANNEL TYPE: (WEB' or ‘APP’ or '‘QRCODE' value in case of 'Digital’ type of consent).

e DIGITAL CHANNEL VALUE: (Name of Channel provided by the User in the CSV in case of ‘Digital’
type of consent or QR Code Template ID in case of ‘QR Code’ consent type).

e DIGITAL ID: (Digital ID provided by the User in the CSV as digital evidence or First & Last Name
with OTP Value in case of QR Code consent).

Business Rules:
1. Only Admin and Normal Users are able to download consent information report.

2. Users can download consent information using a particular Sender ID or All (keyword used when
download is for all sender IDs) or Reference ID generated by a Consent Upload activity.

3. Incase consentis of ‘Analog’ type, then Channel Type, Channel Value and Digital ID will be blank.
4. Consent information for only active consents will be downloaded.

5. Downloaded reports will only be available for 24 hours after which the row will be removed and User
will have to reinitiate a new download request.

To download the consent information report against any or all Sender IDs, the User will click "Consents
Download” under the ‘Consents’ menu on the dashboard page as show below:

4 [ ] M
d’ Dashboard Sender 1D Consent Templates m Manage Ugers Brand Users_ @~
Congents Uplosd
Consents Revoke
Consent Downloads
Enterprise Consents
Sar
Select Sendes |0 w Reference 1D £ 3 Requested date o Do nload
Sender 1D Reference 1D Requested Date Consent Count Status Action
AD-TastBank . 2022-May-24 152847 EL Completed &
All - 2022-May-24 15:1441 126 Completed &
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13. Consents Downloads

In order to download consent report, User will click the "+ADD” button on the ‘Consent Downloads’ page as
shown below:

s = N
¢ Dashboard Sender ID Consent Templates Manage Users Brand User S @~
Consent Downloads
Sender ID Status
Select Sender 1D - Reference 1D ®  Reguested date ®  Pending [ Downlaad
Sender 1D Reference 1D Requested Date Consent Count Status Action
Showing 0 to 0 of 0 entries
o J

Once the "+ADD" button is clicked, a Consent Downloads pop-up box will appear on the screen. User will
select “Select Type” under the ‘Type’ drop down box. User can download a report by selecting either a
Sender ID selection or Reference ID selection.

Consent Downloads

ype
Select Type

Sender ID

Reference ID
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13. Consents Downloads

Consent Downloads by Type: Sender ID

In case User selected Type: Sender ID, User can then input any particular Sender ID in the ‘Sender ID’ text
box to download data for the particular Sender ID or input value “All” as shown below to download data for
all Sender IDs.

Consent Downloads

Type

Sender ID

Consent Downloads by Type: Reference ID

In case User selected Type: Reference ID, User can then input Reference ID in the ‘Reference ID’ text box
to download data for the particular Reference ID as shown below to download data for all Sender IDs.
Each Consent Upload activity generates a Reference ID upon completion which can be viewed under the
“Consent Upload” page by clicking the ‘Eye’ icon. Refer to section 10.1 1 View Consents Upload Activity
section for details.

Consent Downloads
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13. Consents Downloads

Once a ‘Consent Downloads’ activity has been created, User will be able to view each request as a separate
row. Activity logs of any one status will be shown at any one point of time.

1. Activity status: ‘Pending’” means that activity has been submitted to the system.
2. Activity status: ‘In progress’ means that consent download is being processed on the system.

3. Activity status: ‘Completed” means that consent download activity is successfully completed and
report can be downloaded

4. Activity status: ‘Failed’ means that the activity failed due to system issue.

e 2
@ Dashboard Sender 10 Consent Templates Manage Users Branausers_ @~
Consent Downloads
Sender 1D f Status
Select Sender ID - Reference ID %X  Requested date x| Pending . B Download

sender 1D Reference 1D Requested Date Pending ! Action
AD-TestBank - 2022-May-24 15:28:47 3 [Inprogress leted
Completed
Al = 2022-May-24 1514:41 1
Failed
\ J
. J

Once a download activity is completed, User can click the "Download Icon” under the ‘Action’ tab to
download the file as shown below.

|¢ Dashboard Semder I Consent Templates Manage Users Bvand User 5 @~
Consent Downloads

Sender il SLaes

i 1D b Reference 10 ] Requested date o Completid o m 0 Downlosd

Sender 1D Refarence 10 Requesied Date Conseni Count Status Action
Al - 20Z2-May-24 1604 14 126 CompiarTed
AD-TestBank 20E2-May-24 152647 35 Completed
All H0EE-HMay-24 151441 126 Complated F
- J

The downloaded file will be exported in ZIP format. User can extract the excel file from the ZIP format.
Following is a sample of excel file containing consent information from the download report.

i- -

Insert  Pagelayout Formulas Data  Review  View
= =
X, cut . T (5 | et Sanaiit 2] 3 [ &= Bx (3] T Autosum %T p Classification (D Help ([@selact
 Copy - . % 'd“" i |4 e e - g, W vop secret [ secrer [l General Business
N = - -A- ===|eExE 5 2 -85 s | & m Conditional Formatas Cel nsert Delete Formal . o in )
o U A Ul A = Slesocatatn gl Sk e e e © o PO i seg - | lPubic
Cliphoard = Fort = Alignment = Number " Styles Cells Edting Ciassity and Secure " A
H3 23 S | Beta Application v
A B | = | D | E | F | G | H | 1 4 B
1 MSISDN - Acquisition Date | - Registration date | - | Template Name [~ |Consent Ty| - SenderID | - Channel Tyj - Channel Value | - Digital ID =
2 971551000019 2020-12-24 15:31:00 2022-05-24 11:31:45 Bank Template Digital AD-TestBank WEB Beta Website www.beta.com/user/971552345678/34342
3 [971551000020 2020-12-23 12:00:00 2022-05-24 11:31:45 Bank Template Digital AD-TestBank APP Beta Application www.beta.com/user/13323438user@gmail.com/24342
4 "971551000221 2020-12-24 15:31.00 2022-05-24 11:31:45 Bank Template Digital AD-TestBank QRCODE 1209170000000000000 John Dee|OTP = 941468
§ "971552000085 2021-03-26 00:00:00 2022-05-24 15:10:56 RealEstate Template 1 Analog AD-TestReal --
\& )
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14. Manage Users

This module allows Admin User to perform User Management activities on all the Active/lnactive/Pending/
Deleted Users.

Applicable to:

e Admin User

Module Functionalities:

Enables Admin User to create/delete/suspend new Normal, Reporting or APl users.

Enables Admin User to resend the activation link for Users in ‘Pending’ state.

Enables Admin User to search for any user based on Username, Email address, User role or status.
Enables Admin User to provide deleting reason in confirmation popup screen upon deleting a user.
Enables Admin User to refresh existing API user password and update API user Email Address

voewn e

To manage Users, the Admin User will click “Manage Users” tab in on the main dashboard page as show
below. The User will be taken to the ‘Manage Users’ page as show below:

4 N\
Dashboard Sender 1D Consent Templates Consents Brand User @ ~
Manage Users m
Showing results in between the dates All Records &
UserName Email ID Role Status
Username v Email bt Select Role A Status v
User Name Email Role Date of Activation Requested Date Status Action
Showing 0 to 0 of 0 entries Previous  Next
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14.1 Adding a new User

This module allows Admin User to create new Normal, Reporting or API user.

Applicable to:

Admin User

Module Functionalities:

s W=

Enables Admin User to select a particular role for the new user.

Enables Admin User to add the email ID of the new user.

Enables Admin User to add username of the new user.

Enables Admin User to submit the request.

Enables Admin User to receive a confirmation email upon submission of new request.

Business Rules:

o s wN S

0 N

Admin User can only create a Normal, a Reporting or API User.

Admin User cannot create another Admin User.

Admin User is allowed to enter a maximum of 100 character in username field.

Admin User is allowed to enter email ID field with standard international guidelines RFC 8398 only.
Admin User will only receive confirmation email upon creating a new user request.

Normal or Reporting User will receive account activation email and a confirmation email once their
account is successfully activated.

API User cannot be used to login into the Portal and is only used for API transactions.
Only one API User can be created at any one point of time.

API User will receive an email on the provided email address with the confirmation that consent
upload or consent revoke reports for API transactions will be sent over this email address

To create a new User, the admin will click the "+ADD" button on the on the ‘Manage Users’ page as shown
below. The ‘Add User’ popup screen will appear to create a new user.

Add User

Role

Select Role

User Name

This user will receive an invitation email to join your
team.

Invite



14.2 Adding a new Normal/Reporting User

The Admin User will choose a ‘Role’ from the ‘Select Role’ drop down menu to create the specific role for the
new User. The Admin User can create a Normal User or a Reporting User for its employees to login into the
Portal.

Add User

Vs

Role

Select Role

Reporting user

AP User
TS USEN W TECETVE 3N MyUTanon egman T [om your

5
\l_am

J/

After selecting the required role, the Admin User will enter the User Name and the email address of the new
User to be created and click “Invite”.

Add User

Ve
Role

Mormal user

User Name

Brand User 1

Email

brandusersms1@gmail com

This user will receive an invitation gmail to join your
team.
\.

J

Invite
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14.2 Adding a new Normal/Reporting User

Once the Admin User clicks “Invite”, an invitation link will be sent the new user’s email address and the new
User will be created in the system with status “Pending” as shown below:

@ Dashboard Sender 1D Consent Templates Consents Brand User @ ~
Manage Users + ADD
Showing results in between the dates All Records &
UserName Email ID Role Status
Username -4 Email el Select Role = Status - 4
User Name Email Role Date of Activation Requested Date Status Action
Brand User 1 brandusersms1@gmail.com Normal user 10-Apr-2021 18:29:39 =
\_ Showing 1 to 1 of 1 entries Previous Next )

Once the user activates his login by clicking on the activation link sent in the email, the user will be asked to

create a new password. Once password is created, new user will be able to login on the system. The status
of the new user will turn ‘Active’ as shown below:

4 D
@] Dashboard Sender 1D Consent Templates Consents m Brand User @ ~
Manage Users + ADD
Showing results in between the dates All Records &
UserName Email ID Rale Status
Username v Email v Select Role v Status v
User Name Email Role Date of Activation Requested Date Status Action
Brand User 1 brandusersmsl@gmail.com Normal user 10-Apr-2021 18:33:31  10-Apr-2021 18:29:39 m « 1
\_ Showing 1 to 1 of 1 entries Previous Next Y,
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14.3 Resending Activation Link

Once a new User is created, the activation link sent in the email address to the new user will expire after
72 hours. In case the activation link is expired, the Admin User can resend the activation link by clicking the
“Mail"” icon under the ‘Action’ tab. The “Mail” icon will only be visible for users in the ‘Pending’ state.

e A

Dashboard Sender 1D Consent Templates Consents Brand User @ ~
Manage Users + ADD

Showing results in between the dates All Records &

UserName Email ID Rale Status

Username -4 Email ot Select Role = Status -
et |
4
«

User Name Email Role Date of Activation Requested Date Status

Call Center Agent brandusersms3@gmail.com Reporting user - 10-Apr-2021 18:39:17

Brand User 1 brandusersms1l@gmail.com Normal user 10-Apr-2021 18:33:31 10-Apr-2021 18:29:39

Showing 1 to 2 of 2 entries Previous Next
- J

Once the Admin User clicks the “Mail” icon button, the Admin User will be will be asked to reconfirm sending
the activation link. Once the Admin User clicks "“Yes"” on the below popup, the activation link will be sent
automatically to the new user registered email address.

Are you sure, you want to send account verification mail 7
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14.4 Suspending a User

Admin User can suspend a Normal or Reporting User by clicking on the “Toggle” switch under the ‘Action’
tab as shown below: Only a user in an ‘Active’ state can be suspended.

& Dashboard Sender 1D Consent Templates Consents Brand User @ ~

Showing results in between the dates All Records &

UserName Email ID Rale Status

Username - Email - Select Role - Status v
User Name Email Role Date of Activation Requested Date Status Action
Call Center Agent brandusersms3@gmail.com Reporting user 10-Apr-2021 18:39:17 (=]

Brand User 1 brandusersms1@gmail.com Normal user 10-Apr-2021 18:33:31  10-Apr-2021 18:29:39 m

Showing 1 to 2 of 2 entries Previous Next
- J

Once an Admin User clicks on the “Toggle” switch, the User will be asked to reconfirm suspension. Upon

clicking “Yes”, the Normal or the Reporting account will be suspended. Once an account is suspended, the
User will not be able to access the account.

Are you sure, do you want to Inactivate Brand User 17
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14.5 Deleting a User

Admin User can delete a Normal or Reporting User by clicking on the “"Bin” icon under the ‘Action’ tab as
shown below: Only a user in an ‘Active’ state can be deleted. In case a user is already suspended, the user
cannot be deleted. To delete a suspended user, the Admin User will first have to make the suspended user
in “Active’ state and then proceed to delete.

4 )

Dashboard Sender 1D Consent Templates Consents Brand User @ ~
Manage Users + ADD

Showing results in between the dates All Records &

UserName Email ID Role Status
Username -4 Email ot Select Role = Status - 4
User Name Email Role Date of Activation Requested Date Status Action
Call Center Agent brandusersms3@gmail.com Reporting user - 10-Apr-2021 18:39:17 o !

Delete
Brand User 1 brandusersms1@gmail.com Normal user 10-Apr-2021 183331 10-Apr-2021 18:29:39 m « 1

Once the Admin User, clicks the “Bin" icon to delete the user, a popup screen will open as shown below and
Admin User will be required to input the delete reason before clicking the “Delete” button. Once a User has
been deleted, the same email address cannot be used to recreate the User again.

Delete User

Are you sure you want ko Delete
Brand User1?

Reason

User no more required|

Once a user has been deleted, the status of the deleted user will be changed to ‘Delete’ as shown below:
The Admin User can click the "EYE" icon under ‘Action’ tab to see the deleted reason.

4 )

Dashboard Sender ID Consent Templates Consents m Brand User @ ~
Manage Users + ADD

Showing results in between the dates All Records &

UserName Email ID Rale Status

Username v Email v Select Role v Status v
User Name Email Role Date of Activation Requested Date Status Action
Call Center Agent brandusersms3@gmail.com Reporting user - 10-Apr-2021 18:39:17 ’ =

Brand User 1 brandusersms1@gmail.com Normal user 10-Apr-2021 18:33:31  10-Apr-2021 18:29:39 m @
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14.6 Adding an API User

To create an API User, the Admin User will choose the ‘APl User’ role from the ‘Select Role’ drop down menu.

Add User

Role

( Select Role

Normal user

Reporting user

Invite

After selecting the API role, the Admin User will only enter an email address for the API User and click
“Invite”.

Add User

Rale

AR| Usigr

C—

This user will receive email notifications
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14.7 Viewing/Editing an API User

Once the Admin User clicks “Invite”, an APl User will be created on the Portal as show below. The username

and password of the API User will be automatically created that will be required to be used with API transactions.

The API User username and password can be viewed by clicking the “Eye” icon under the ‘Action’ tab .

Dashboard Sender 1D Consent Templates Consents m Brand UserS.. @ -
Manage Users
Showing results in between the dates November 26, 2021 - May 26, 2022 #
UserName EmMai D Role Status
uUsername d Email - Selact Rola Status -
User Name Email Role Date of Activation Requested Date Status
diwbvkgebwjjxua brandsmsapluser@gmall.com APl User 26-May-2022 084759  26-May-2022 08:4759 m e
acjldxyrimitmwdg
q
injrkww iy puwd API User 13-May-2022 16 00:40  13-May-2022 16:0040
of YPUWE o nausersms3@gmail.com v ¥ m =
Zgwmovscmyqjzh
inci
SWTIOANQUANZZ oo gusarsms1@gmaltcom APl User 13-Mey-2022 155532  13-May-2022 15:55:32 @
njopolaboenzdcl
Showing 1 to 3 of 3 entries revious - h
(G J

In case Admin User wants to modify API User credentials, they can click the “"Pen” icon under the ‘Action’
tab. Admin User can refresh the password of the API User by clicking the ‘Refresh’ icon or update the email
address only on the 'Edit User’ screen as shown below. Admin User cannot modify the user name of the API
User. In case Admin User want to modify the API User name, Admin User can delete the existing API User
and recreate a new one with a new username.

Edit User

Uses ID
divibvigebw] xuaac|idxyntitmewdgg

Pasowond
I2wzml kk?89m,

()

Email
Drandsmsapiusar@gmail com

Note: In case an email address was used for an API User that is already deleted, the same email address
cannot be reused for a new API User. In case Admin User wants to reuse an existing API User email address,
the Admin User must update the email address of the current API User to any dummy email address prior to
deleting the current API User.
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15. Profile

This module allows Users to view and update their account details.

Applicable to:

e Admin User
e Normal User
e Reporting User

Module Functionalities:

Enable Users to view their account details.

Enables all Users to update their account password.

Enables Admin User to update company documentation.

Provides a link to download the Enterprise SMS Portal User Manual.
Email notification sent on account update activities to the Users.

oA wN e

Business Rules:

Any of the company details cannot be edited by any type of User.

2. Admin User is able to view Account ID, Account name, Username,
Email ID, Mobile number and password details.

3. Normal and Reporting Users are able to view Account name,
Username, Email ID and password details.

4. For Admin User only, for password change, an OTP is sent to the
registered mobile number.

5. The password change OTP expires in 2 minutes.

6. No password OTP is required to change password of Normal or
Reporting Users.

7. Admin User can only upload new documents to the account. Uploaded
documents cannot be edited or removed from the account.

8. The following list of documents should be uploaded on the system by
Admin User:

a. Trade Licence/Establishment Card/Decree.
b. Owners Emirates ID or Passport and Visa documents.
c. Trademark documents.




15. Profile

Users can click the ‘Profile’ icon on the Dashboard page to access profile page.

e _ A

d‘ Dashboard Sender 1D Consent Templates Consents Manage Users Brand User @ ~

Profile e
Dashboard
Logout
Transactional Sender ID(s) Promotional Sender ID(s) Consent Templates: 7
™~
0 0 9 0 0 6 0 1
Approved Pending Rejected Approved Pending Rejected Active System Deleted
s
0 1
Denied Denied

Active Consents: 333

—

27 306

Analog

. J

Once User clicks on the ‘Profile’ button, the User can review his user profile details as shown below:

d’ Dashboard Sender 1D Consent Templates Consents Manage Users Brand User @ ~

Profile
Account 1D 1.234
Hello Brand User
1t's Truly Secured Account Account Name Brand Company
Account Created Date REE N Brand User

April 6, 2021, 12:08 p.m.

Email brandusersms@gmail.com
Update Account Details

Mobile Number

Password Sk ok ok &

who we are Support User Manuals B tanla

Relations Terms & Conditions Enterprise SMS Portal Manual

Legal
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15.1 Update Password

The Users can change the password of their account by clicking on the “Pen” icon on the password field.

d.’ Dashboard Sender 1D Consent Templates Consents Manage Users Brand User @~

Profile
Account 1D 1.234
Hello Brand User
It's Truly Secured Account Account Name Brand Company
Account Created Date e Brand User

April 6, 2021, 12:08 p.m.

Email brandusersms@gmail.com
Update Account Details

Mobile Number

JD&SSWOFJ e

who we are Support User Manuals

Investor Relations Terms & Conditions Enterprise SMS Portal Manual

H tanla

Contact us Legal

Once the User clicks on the “"Pen” icon, the User can then enter new password. Admin Users will be required
to generate the OTP to update the password. The OTP will be sent to the registered mobile number against
the user account.

dJ ‘ Dashboard Sender ID Consent Templates Consents Manage Users Brand User @ ~

Profile

Account ID 1734
Hello Brand User
It's Truly Secured Account Account Name Brand Company
Account Created Date User Name Brand User

April 6, 2021, 12:08 p.m.

Email brandusersms@gmail.com
Update Account Details

Mobile Number

Current Password
New Password e
Confirm New Password

Enter OTP

cenee

87



15.2 Update Account Details

The Admin User can update the account details by clicking on the “"Update Account Details” button as
shown below:

4 A
@] Dashboard Sender ID Consent Templates Consents Manage Users Brand User @ =
Profile
Account 1D 1.234
Hello Brand User
It's Truly Secured Account Account Name Brand Company

Account Created Date
April 6, 2021, 12:08 p.m.

Email brandusersms@gmail.com
Update Account Details

Mobile Number

User Name Brand User

Enterprise SMS Portal Manual

Password [T — Pl

- J

Once the Admin User clicks the “"Update Account Details” button, the User will be able to add updated
documents to the account by clicking "Add New Document” button. The User can add the title of the new
document in the “Title” field and click "Save” button to complete the upload process.

4 2

Dashboard Sender 1D Consent Templates Consents Manage Users Brand User @~

Update Enterprise Account

Trade License Name

Brand Company

License Number
BC-12345

Authorised Person

Brand User

Email

brandusersms@gmail.com

Mobile Number

x Remove Document

+ Upload File

+ Add New Document
CANCEL SAVE
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16. APl Documentation

1. General Scenarios

The general scenarios provide the conceptual description of coonmon services that will be part of the
solution regardless of the number and type of transactions that the solution will implement.

2. Transport Overview

This section describes the commmunication mechanism to be followed for this API.

1) The communication will be over HTTPS.

2) The client authentication will be done via oauth2.0 protocol.

3. Service Overview

This section describes the API's, the input and output parameters of each API along with the error code.
The API's are used to upload and revoke the mobile customer consent on the Enterprise SMS Portal.

API Base URL:

Production: https://api.du.ae:9141/

4. Client Onboarding

Client to request to collect Client Secret and Client Key from du as part of following on-boarding process.

1.
2.

Client must have an account open on Enterprise SMS Portal

Client’s Technical SPOC must email from the registered email address to MSGing@du.ae requesting
for API Client Secret and Client Key

The subject of the email to be: “Request for API Credentials: Client Name | Entity ID”

Client to mention Client Name, Entity ID, SPOC Name, SPOC Email Address and SPOC Mobile
number in the email body as well

The email must be sent from the registered Technical SPOC email address only

API credential SLA is 3 WDs and will be replied back on the requester’ email address

Once API credentials have been shared with the Client, the Client must create an API User by logging
into Enterprise SMS Portal and clicking "Manage Users”. The API ID and Password generated by the

Client will be used to authenticate API requests. Client can refer to the “Manage Users” section of the
User Guide for additional details on how to create an API User.

5. API Specifications

This section describes the API’s, the input and output parameters of each API.

5.1 Authentication API

Provider du \

Consumer Client j

Description )

This APl is used to get the access token from APIGW for this APl access
by passing the necessary client credentials. (client secret and client key) as

POST vl/accesstoken request arguments, the Token needs to be secured for each call from the

client and passed in next method callouts.

grant_type=client_credentials. )

URL: https://api.du.ae:9141/v1/oauth/token/client-credentials
Method: POST



https://api.du.ae:9141/
mailto:MSGing%40du.ae?subject=
https://api.du.ae:9141/v1/oauth/token/client-credentials

16. APl Documentation

Headers:
Header Meaning Sample Mandatory Comments
Authorization Base 64 encoded Authorization: Basic Ves
client key & secret  {BASE 64 encoded string}
Content-Type Requeﬁjgsntent application/json Yes
- J
Parameters:

Parameter

grant_type

Mandatory Comments

client_credentials Alwauys this value to be sent

Request Body Formats

Response Body (success)

Response Body (failure) in case of wrong key value



16. APl Documentation

Authentication Sequence

Client APIGW
oAuth Client credential grant type
|4
Generate OAuth2.0 Token
oAuth token

-
o

5.2 ConsentRegister_V1 API

=

Provider du w

Consumer Client J

URL: https://api.du.ae:9141/tanlaconsentmanagement/ConsentRegister_v1
Method: POST

API Description: Invoke this API request to register a consent for a mobile subscriber.

Headers:

Meaning Mandatory Comments

Authorization: Access token

Base 64 encoded

Authorization client keu & secret Bearer received from the
Y ACCESS_TOKEN} previous API call
Parameters:
Parameter Data Type Description Remarks
API User ID & Password from Enterprise
user String(50) SMS Portal as UserlD|Password (Mandatory)
Ex: userl1l|testpass123
msisdn Strino(12) Valid Mobile subscriber MSISDN with (Mandatory) Ex:
9 Country code “971" OTIXXXXXXXXX
. . An active Consent Template ID which is
N template_id String(20) defined in Enterprise SMS Portal (Mandatory) )



https://api.du.ae:9141/tanlaconsentmanagement/ConsentRegister_v1

16. APl Documentation

/

19 digit Entity Id generated by Enterprise

(Mandatory)

.

cms_id String(19) SMS Portal for each Enterprise Account Pattren:[0-9]
. ) . . o (Mandatory) Ex:
consent_time String(10) Consent registration date. Unix timestamp. 1603780067
Allowed values: web and app. Case
channel String(3) insensitive. Ex: WEB/Web/weB also (Mandatory)
accepted)
(Mandatory)
minimum 4
. URL Address /Social Platform Name or chargcters and
channel_val String(50) L maximum 50
Application Name .
characters with all
ascii characters
allowed
(Mandatory)
minimum 4
characters and
digital_id String(500) System generated ID/ Log or Email Address  maximum 500

characters with all
ascii characters
allowed

Request Body Formats

Response:

The response will be in JSON format, it contains status, message and a unique request ID(max length 50).

Status 2000 indicated the request is accepted and request_id is the unique reference number for this

transaction.
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Response Body:

SUCCESS Response:

Failure Response:

Failure Response in case of Token Expiration:
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5.3 ConsentRevoke V1 API

Provider du w

Consumer PARTNER J

URL: https://api.du.ae:9141/tanlaconsentmanagement/ConsentRevoke_v1
Method: POST

API Description: Invoke this API request to revoke a consent for a mobile subscriber.

Headers:

Meaning Mandatory Comments

Authorization: Access token

Base 64 encoded

Authorization client keu & secret Bearer received from the
J ACCESS_TOKEN} previous API call
Parameters:
Parameter Data Type Description Remarks
APl User ID & Password from Enterprise
user String(50) SMS Portal as UserlD|Password (Mandatory)
Ex: userll|testpass123
msisdn Strino(12) Valid Mobile subscriber MSISDN with (Mandatory) Ex:
9 Country code 971" OTIXXXXXXXXX
type String(1) S for SenderlD, G for GrouplD (Mandatory)
! Pattren:S/G
. Active/Suspended SenderlD (or) Active (Mandatory)
type_value String(1m) GrouplD Ex: AD-XXXX (0r)12
. . 19 digit Entity Id generated by Enterprise (Mandatory)
cms_id String(19) SMS Portal for each Enterprise Account Pattren:[0-9]
. . . o (Mandatory)
L revoke_time String(10) Consent revokation date. Unix timestamp. Ex: 1603780067
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Request Body Formats

Response:
The response will be in JSON format , it contains status, message and a unique request ID(max length 50).

Status 2000 indicated the request is accepted and request_id is the unique reference number for this
transaction.

Response Body:

SUCCESS Response:

Failure Response:
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Failure Response in case of Token Expiration:

4 N

“ResponseCode”: "4001”,
“ResponseDescription”: “Access Token Expired”,
“ErrorCode”: "4001",

“ErrorDescription”: “Access Token Expired”

S 4

5.4 Error Codes/Status

Error code(status) Description

NB_40100 Invalid API Key

4000 Bad request

4040 No data available, Empty set
4001 Invalid token

5000 Technical error

<parameter>parameter is missing
Ex: ‘user’ parameter is missing
‘msisdn’ parameter is missing
‘template_id" parameter is missing
‘cms_id’ parameter is missing
‘consent_time’ parameter is missing
5010 . , L
channel’ parameter is missing
‘channel_val’ parameter is missing
‘digital_id’ parameter is missing
‘type’ parameter is missing

‘type_value’ parameter is missing

‘revoke_time’ parameter is missing

10
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5011

Invalid <parameter> value
Ex: Invalid ‘user’ value
Invalid msisdn value
Invalid ‘template_id’ value
Invalid ‘cms_id’ value
Invalid ‘consent_time’ value
Invalid ‘channel’ value
Invalid ‘channel_val’ value
Invalid ‘digital_id" value
Invalid ‘type’ value
Invalid ‘type_value’ value

Invalid ‘revoke_time’ value

5012

Invalid <parameter> length
Ex: Invalid ‘user’ length
Invalid ‘msisdn’ length
Invalid ‘template_id’ length
Invalid ‘cms_id’ length
Invalid ‘consent_time’ length
Invalid ‘channel” length
Invalid ‘channel_val’ length
Invalid ‘digital_id’ length
Invalid ‘type’ length
Invalid ‘type_value’ length

Invalid ‘revoke_time’ length

5013

Account not found or not active

5014

Consent Template not found or not active

5015

SenderlD not found

5016

GrouplD not found or not active

5017

API User not found or not active

5018

SenderlD is Disabled or Deleted

2000

Success

M




16. APl Documentation

6. Email NotiFication

At the end of each day a separate email will be sent to the APl User email address for each API for Consent
and Revoke API calls. Only one email will be sent per day containing success/failure response of all API calls
made on the same day

Consent API Email Report:

Following information will be available against each consent upload API request:
MSISDN: The mobile number of the mobile subscriber
Sender ID: The Sender ID against which the consent is being added

Consent Status: "Success” in case consent was successfully upload in the system. “Failure” in case consent
was unsuccessful to be uploaded.

Failure Reason: In case of “Failure” consent status, the failure reason
Reference ID: The “request_id" returned in the API response body of the Success Response

Below is the sample of the email report received on daily basis.

AutoSave B Y- = 1201523290000000042_08-06-2022 s - Last Modified: Just now ~ bl Anirudh Prabhala @ & @A - o %
Home Insert Page Layout Formulas Data Review View Help ] Comments | | & Share
A av - — HInsert v v A
flj 4 Calibri v11 A A == D EB General v @ @ Fj Hinse é? p Ej
Paste "3 7 Condonal Formates can | ovete v | Blv o fnda | Anat
aste E A ====3x= 8. -, O 0 .00 onditional Format as el = ol in nalyze
v B IU = & ===== @B %9 WA Formatting v Table v Styles v [ Format v O~ Filter v Select v Data
Clipboard [ Font & Alignment ~ Number & Styles Cells Editing Analysis | Sensitivity
D8 v fe
A B G D E F G H J K L
1 'MSISDN Sender ID Consent Status (Success/Failure) Failure Reason (Error message) Request ID (Reference ID of API)
2 '97152220 AD-HGRS7 Failure DUPLICATE_CONSENT f4bf50c5f543484d92b29aa295cee9c9
3
4
\g _J

Below Error Code will be returned in the email in case of failure transactions:

-

ENTITY-IS-NOT-FOUND

INVALID_CHANNEL

ENTITY-IS-NOT-ACTIVE

INVALID_CHANNEL_VALUE

CONSENT_TEMPLATEID_NOT_
FOUND

INVALID_DIGITAL_ID

NO_SENDERIDS_FOUND

INVALID_CONSENT

INVALID ROW

DUPLICATE_CONSENT

UNRECOGNISED NUMBER

SENDERID_NOT_ACTIVE

INVALID MSISDN

TECHNICAL_ERROR

\_ INVALID_DATE_FORMAT

12
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Revoke API Email Report:

Following information will be available against each revoke consent API request:
MSISDN: The Sender ID against which the consent is being revoked

Sender ID: The Sender ID against which the consent is being revoked

Consent Status: "Success” in case consent was successfully revoked in the system. “Failure” in case
consent was unsuccessful to be revoked.

Failure Reason: In case of “Failure” consent revoke, the failure reason
Reference ID: The “request_id" returned in the API response body of the Success Response

Below is the sample of the email report received on daily basis.

(q Aioses W on ) [/l 12016207 20000000340 CNST_RVKROE RPT - Raad-Only = D Cagreh (AL« 0] Pesbshals VI Anieudh a & - o

File Homa Imet Pageloyou! Forralss Dt Redew Ve  Help = Comments

€3 . ”|:| X reem ek oK == o Gereral = [ Conditiaral Formatting = ?l..m - ¥ - ?? ,O "'i

aste (3 - . B T | & . A E==== B O~ % 3 | o Rt = Eodete = B gnun fais Avihm
- = == ) e S b 7 Cott Sty + [ fomat» & = Flw= Sdet~ Data

L Cprosd & ot & degpaveena L= Mt -] rybed Ll dung Aiutui 3
'_-i_',' POSSIBLE DATA O35 Jome features might be fos) # you sires this wockbook inthe comma-dielmited ( oyl format To preseres thse laatires, teve (it in an Dol e fpoman Don show again Save hs 1
GR L fe

A i € o E F G H I ] L L M M 1] P

1 MSISDN Sender ID Consent § Failure Re Request ID {Reference 1D of API)

& "TI5069T1I85" ADapitest Sucoess 086541 bIG6IA4958d4 1354 TEedbbIdD

|

4

:

]

!

: |

9

0

11

12

13
\u J

Below Error Code will be returned in the email in case of failure transactions:

/ENTITY—IS—NOT-FOUND A

ENTITY-IS-NOT-ACTIVE

NO_SENDERIDS_FOUND

INVALID MSISDN

SENDERID_NOT_ACTIVE

CONSENT_NOT_FOUND

CONSENT_NOT_ACTIVE

\TECHNICAL_ERROR

13
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7. APl Operational Support

In case of any issue on use of AP, the client can raise the issue over the following email address:

Support Email Addresses:
IT_APIGateway_ops IT_APIGateway_ops@du.ae

Muhammed Asim Muhammed.Asim1@du.ae

The Client must follow the below email template while raising the issue:
Email Subject: APIGW_ESP_Client-Name_Issue-Summary

Client Name:

Client Entity ID:

Issue summary:

Issue start time:

Issue detail:

API name:

Actual API response:

Actual API log:

Network connectivity Status ( telnet status/logs ):

14
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